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1. INTRODUCTION
[bookmark: _Toc220346985]1.1 Company overview
Northern Gas Networks Limited (NGN) is the company responsible for distributing gas to homes and businesses across the North of England. As part of the restructuring of the gas distribution business in England, NGN successfully acquired the North of England gas Distribution Network (DN) and took control of the assets on 1st June 2005. NGN has been responsible since then for the transportation of gas to the North of England via 36,000Km of pipelines.

The DN is located in the North of England and extends south from the Scottish border to South Yorkshire and has coastlines on both the East and West sides of the region. The DN contains a mixture of large cities such as Newcastle, Middlesbrough, Leeds and Bradford and a significant rural area including North Yorkshire and Cumbria. The area covers around 6.7 million inhabitants and has approximately 2.5 million customers. The DN is supplied via 23 off takes from the national Transmission System. 


Northern Gas Networks Geographic Area

	
	

	No.
	Location

	1
	North Tyne

	2
	Cumbria

	3
	Wear

	4
	Tees

	5
	North Riding

	6
	Bradford

	7
	Leeds

	8
	East Riding

	9
	Pennines
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1.2 Procurement Process

The procurement process will be managed electronically, with all communication being managed through the Northern Gas Networks e-Sourcing Spend Management web site Ariba.

All PQQ & tender documentation will be uploaded electronically.

All timings will be clearly identified in the electronic system and will be adhered to. 

Suppliers should avoid uploading responses on the last day in case of technical difficulties as NGN will not reopen an event after it has closed.
You may save your documents throughout the process but you must ensure that it is finally submitted before the closing date.

The submit button is clearly marked and is highlighted in yellow, after you have submitted the system will still allow you to modify your proposal at any time up to the closing date. You may review the event log to confirm that your proposal has been submitted.

NGN cannot access or determine whether you have submitted a bid until after the event has closed as our process is a totally sealed bid process. It is your responsibility to ensure you submit on time. 

Questions should be answered in the requested format, i.e. text or attachment, and word counts adhered to where applicable. Suppliers should note if they persistently fail to follow this instruction and answers are not readily available this may result in failing to achieve a score in the relevant section.

All suppliers who pass mandatory requirements and also score above 60% pass rate at PQQ will progress through to RFP stage of the tender.

1.2 NGN Core Values 

NGNs dream is to become the UK’s most loved, admired and respected company, and to establish a reputation for doing business really well through a united and empowered team that is mind-blowingly great. We recognise the important role that our supply chain partners having in supporting NGN to achieve our dream.

Our dream lies at​​ the centre everything we do and has been translated into a unique set of values that reflect and reinforce our culture
· Trailblazing 
· Intellectually Curious
· Community Focused 
· Empowered
· Heartfelt
· Happy

Every member of our team is passionate about the contribution they make to our growing reputation as a pioneering, effective, conscious and enlightened business that is focused on changing the way that things are done. 

We expect our suppliers to share our vision and values and our way to support NGN in achieving our goals.
 




2. PRE-QUALIFICATION QUESTIONNAIRE – INFORMATION TO BE PROVIDED

	Section 1 – Supplier Details 


	Information Required 
	Answer

	Supplier name (Trading and Registered), registered address:

	

	Company Registration Number:
	

	Details of supplier operations and operating locations:

	

	Total number of employees:

	

	Is your Company an SME (Y/N) or Micro Entity 

Definition - 
In the UK sections 382 and 465 of the Companies Act 2006 defines:

Small or Medium Enteprise (SME)
A small company is one that has any 2 of the following: 
· Turnover of not more than £10.2 million
· A balance sheet total of not more than £5.1 million, (3) not more than 50 employees
A medium-sized company has any 2 of the following: 
· Turnover of not more than £36 million
· A balance sheet total of not more than £18 million
· Not more than 250 employees

Micro Business/Entity:
· Turnover not more than £632K 
· Balance sheet total not more than £316K 
· Number of employees not more than 10 

If your company fits into one of these profile – state yes in appropriate box. 
	





SME - Yes  ☐
SME - No    ☐










Micro Entity - Yes  ☐
Micro Entity - No    ☐


	Primary Contact Details for this PQQ (name, tel, email):

	

	Secondary Contact Details for this PQQ (name, tel, email)
	

	Invoice Contact Details (name, tel, email):

	

	Does your company carry out work that is covered by the Construction Industry Scheme (CIS)? If Yes, please provide your company’s Unique Taxpayer Reference (UTR).
	




	Section 2 - Mandatory Exclusions and Discretionary Exclusions (Pass / Fail) –

	
	2.1 Mandatory Exclusions                                                                                  

	No 
	Question
	Answer

	
	Has your organisation or any directors or partner or any other person who has powers of representation, decision or control been convicted of any of the following offences?
	Please ensure you answer all questions ‘Yes’ or ‘No’
Answers that are Yes will be rejected

	(a) 
	conspiracy within the meaning of section 1 of the Criminal Law Act 1977 where that conspiracy relates to participation in a criminal organisation as defined in Article 2(1) of Council Joint Action 98/733/JHA (as amended);
	Yes  ☐
No    ☐

	(b) 
	corruption within the meaning of section 1 of the Public Bodies Corrupt Practices Act 1889 or section 1 of the Prevention of Corruption Act 1906 (as amended);
	Yes  ☐
No    ☐

	(c) 
	Bribery within the meaning of the Bribery Act 2010; (see last page for required documents) or any other form of bribery.
	Yes  ☐
No    ☐

	(d) 
	fraud, where the offence relates to fraud affecting the financial interests of the European Communities as defined by Article 1 of the Convention relating to the protection of the financial interests of the European Union, within the meaning of:
the offence of cheating the Revenue;
the offence of conspiracy to defraud;
fraud or theft within the meaning of the Theft Act 1968 and the Theft Act 1978;
fraudulent trading within the meaning of section 458 of the Companies Act 1985 or section 993 of the Companies Act 2006; 
defrauding the Customs within the meaning of the Customs and Excise Management Act 1979 and the Value Added Tax Act 1994; 
an offence in connection with taxation in the European Community within the meaning of section 71 of the Criminal Justice Act 1993; or 
destroying, defacing or concealing of documents or procuring the extension of a valuable security within the meaning of section 20 of the Theft Act 1968;

	Yes  ☐
No    ☐

	(e) 
	money laundering within the meaning of the Money Laundering Regulations 2003 or Money Laundering Regulations 2007; or
	Yes  ☐
No    ☐

	(f) 
	any other offence within the meaning of Article 45(1) of Directive 2004/18/EC as defined by the national law of any relevant State.
	Yes  ☐
No    ☐







	[bookmark: _Toc310320775]2.2 Discretionary Exclusions   Pass / Fail                                                                         

	A contracting authority may exclude suppliers from consideration if any of the following apply but may decide to allow the application to proceed further. If you cannot answer ‘no’ to every question it is possible that your application might not be accepted. In the event that any of the following do apply, please set out (in a separate Annex) full details of the relevant incident and any remedial action taken subsequently.  NGN will take into account the information provided in considering whether or not you will be able to proceed any further in respect of this procurement exercise.



	Is any of the following true of your organisation? 
	Answer ‘Yes’ or ‘No’

	(a)
	being an individual,
is bankrupt or has had a receiving order and/or administration order or bankruptcy restrictions order made against him or has made any composition or arrangement with or for the benefit of his creditors or has not made any conveyance or assignment for the benefit of his creditors or appears unable to pay or to have no reasonable prospect of being able to pay, a debt within the meaning of section 268 of the Insolvency Act 1986, or article 242 of the Insolvency (Northern Ireland) Order 1989, or in Scotland has granted a trust deed for creditors or become otherwise apparently insolvent, or is the subject of a petition presented for sequestration of his estate, or is the subject of any similar procedure under the law of any other state;

	Yes  ☐
No    ☐

	(b)
	being a partnership constituted under Scots law,
has granted a trust deed or become otherwise apparently insolvent, or is the subject of a petition presented for sequestration of its estate; or

	Yes  ☐
No    ☐

	(c)
	being a company or any other entity within the meaning of section 255 of the Enterprise Act 2002
has passed a resolution or is the subject of an order by the court for the company’s winding up otherwise than for the purpose of bona fide reconstruction or amalgamation, or had a receiver, manager or administrator on behalf of a creditor appointed in respect of the company’s business or any part thereof or is the subject of similar procedures under the law of any other state?

	Yes  ☐
No    ☐

	(d)
	been convicted of a criminal offence relating to the conduct of your business or profession;

	Yes  ☐
No    ☐

	(e)  
	committed an act of grave misconduct in the course of your business or profession;

	Yes  ☐
No    ☐

	(f)
	failed to fulfil obligations relating to the payment of social security contributions under the law of any part of the United Kingdom or of the relevant State in which you are established;

	Yes  ☐
No    ☐

	(g)
	failed to fulfil obligations relating to the payment of taxes under the law of any part of the United Kingdom or of the relevant State in which you are established; or

	Yes  ☐
No    ☐

	(h)
	been guilty of serious misrepresentation in providing any information required of you under Regulation 22 of the Utilities Contracts Regulations 2006?


	Yes  ☐
No    ☐


	[bookmark: _Toc220347005][bookmark: _Toc220347006][bookmark: _Toc220347000]Section 3 – Data Protection and Cyber Security (Pass/Fail) / Weighted)
	

	No.
	Question 
	Answer ‘Yes’ or ‘No’ (P/F)

	Data Protection 

	3.1
	NGN will only contract with suppliers who have a GDPR Policy and or cover this requirement as part of other named policies in their organisation, please confirm your company has such a policy and provide a copy.

Answers with no will be rejected. 
	Yes  ☐
No    ☐

	Cyber Security 

	3.2
	Does your organisation have a Cyber Security Policy or cover this requirement as part of other named policies in your organisation, please confirm your company has such a policy,

Yes  ☐
No    ☐

Comments: 



	3.3
	Please complete the attached NGN Cyber Security Questionnaire 



[bookmark: _MON_1769263296] 
Answer: (please attach policy below or as a separate attachment clearly labelled)





	Section 4 -    Commerce Automation  (Information Only)
	

	No.
	Question    
	Answer ‘Yes’ or ‘No’

	4.1 
	Is your current financial system/ERP compatible of integrating with SAP S/4HANA 16/10 Cloud? 
(INFORMATION ONLY)
	Yes  ☐
No    ☐




	Section 5- Supplier financials / Insurances (weighted)

	No.
	Financial Standing 

	5.1
	Provide a copy of your latest Credit Report, the preferred report is Equifax, however we will accept others such as  ICC, Dun & Bradstreet, Equifax, Experian, Graydon) 
NB: It is at NGN’s discretion to reject any Bidders response if there is a significant risk to NGN regarding Financial Standings

Answer: (attach appendices here or reference the appendix number if attaching as a separate document). 

	5.2
	Insurances 
Please note the following levels of insurance are required as a minimum for this procurement 
· Professional Indemnity - £5 million
· Employer Liability – £5 million
· Public Liability - £5 million
Please confirm that you meet the minimum level required and if not will be willing to increase. 
Yes ☐
No ☐

In addition, please confirm that you will maintain these insurance levels throughout the duration of the contract and will provide NGN with copies on an annual basis (which NGN will request)
Yes ☐
No ☐


	Section 6 - Responsible Procurement    

	The section below contains a number of questions on environmental issues. It is intended to give us a better understanding of your commitment towards the adoption of environmental and sustainability policies and improving sustainability performance. It has been included in the qualification questionnaire document to assist the selection of companies for this contract(s). 
 
NGN have set a long term People and Planet Strategy to continually improve our performance across all aspects of sustainability, including carbon emissions, material consumption, waste minimisation, health and wellbeing, and responsible procurement. NGN expects its major suppliers and contractors to support us in achieving our strategic aims and demonstrate their own commitment to continuous improvement. This questionnaire will help us to determine this.      
 
We have specific environmental targets and commitments during our 2021 to 2026 RIIO-2 business plan period as detailed in our Environmental Action Plan.


	No. 
	Strategy Subheading
	Question 

	6.1
	Does your company have an Environment Policy? If yes, please attach a copy and describe how the Environment Policy is brought to the attention of your employees.  
 
Please provide policy document and answer question on separate document - no more than 1 x A4 sheet. 

Answer:

Yes  ☐
No    ☐

Comments: 


	6.2
	Does your company have an Environmental Management System? If yes, is it externally certified to ISO14001:2015, or equivalent? Full marks if answered A, half marks if answered B and zero marks if answered C.
  
 A. Yes, and externally certified to ISO14001:2015 
 B. Yes, but not externally certified to ISO14001:2015
 C. No environmental management system 
Please provide certificate/evidence and provide further details on separate document - no more than 1 x A4 sheet. 

Answer: 

A  ☐
B  ☐
C  ☐


Comments:



	6.3
	Does your company have a formal Health, Safety and Environmental incident / near miss reporting system, and do you investigate all H&S and environmental incidents and accidents? If yes, please provide detail/evidence. Please provide stats on any events that may have arisen in your organisation in the last 10 years including any RIDDOR Reported events to the HSE? 
 
Answer on separate document - no more than 1 x A4 sheet. 
 
Answer:

Yes  ☐
No    ☐

Comments: 


	6.4
	Does your company identify the environmental aspects of your business operations? 

If yes please identify how and what typical controls are put in place to mitigate impacts? 
Answer on separate document - no more than 1 x A4 sheet. 
 
Answer:

Yes  ☐
No    ☐

Comments: 


	6.5
	Has your company had any convictions for offences under environmental legislation in the last five financial years in any country of operation? 

If yes, please detail how many and the nature below or in a clearly labelled attachment. 
  
Answer on separate document - no more than 1 x A4 sheet. 
 
Answer:

Yes  ☐
No    ☐

Comments: 

	6.6.
	Has the company had any environmental improvement, prohibition or abatement notices served in the last five financial years in any country of operation? 

If yes, please detail how many, if still in force and the nature below or in a clearly labelled attachment. 

Answer on separate document - no more than 1 x A4 sheet. 
 
Answer:

Yes  ☐
No    ☐

Comments: 

	6.7
	NGN’s People and Planet Strategy contains 12 commitments to the improve outcomes of our business operations for our communities and our environment.  
   
Does your company have an Environment/Sustainability Strategy or Action Plan in place to reduce the impacts of your business operations on the environment and communities?  
 
If yes, please provide detail and evidence with examples, including how it compliments NGN’s People and Planet Strategy. Answer on separate document - no more than 2 x A4 sheet.  

Answer:

Yes  ☐
No    ☐

Comments: 


	6.8
	Do you measure your carbon footprint? Full marks if answered A, half marks if answered B and zero marks if answered C. Please provide supporting information/evidence below or as an attachment (1 x side of A4).

Answer: 

A – yes and publicly report it  ☐
B  - yes but do not publicly report it ☐
C  - no ☐

Comments: 


	Sustainable Procurement

NGN have set a Sustainable Procurement Strategy with ambitious targets aimed at developing new and more sustainable ways of working, that are challenging and yet rewarding for the society, environment and economy. 
  
To deliver our Sustainable Procurement Strategy commitments during our RIIO-2 business plan period we have developed an Action Plan with specific objectives and deliverables for the 2020 to 2025 period.

The section below contains a number of questions on sustainable procurement. It is intended to give us a better understanding of your commitment towards operating responsibly and ensure compliance with all applicable national and international laws and regulations.


	6.9
	Does your company have any programmes or policies in place to encourage sustainable procurement? If yes, please provide detail and evidence of your activities and outcomes. 
Answer:

Yes  ☐
No    ☐

Comments: 

	6.10
	Do you assess your supply chain to ensure quality, sustainability and health and safety performance?

If yes, please provide detail and evidence. Answer on separate document - no more than 1 x A4 sheet. 
Answer:

Yes  ☐
No    ☐

Comments: 

	6.11
	Does your organisation have a documented policy to ensure that neither slavery nor human trafficking takes place within your organisation and your Supply Chain? If yes, please provide  a copy of your policy document. 

N.B. Suppliers with an annual turnover of £36 million or more must have a Modern Slavery Policy, as per the requirement under section 54 (Transparency in Supply Chains) of the Modern Slavery Act 2015.

Answer:

Yes  ☐
No    ☐

Comments: 

	6.12
	Has your company ever been convicted for a breach of any of the following in the countries you operate within during the last five years:

Answer:

Labour Laws
Yes  ☐
No    ☐

Social & Ethical Requirements 
Yes  ☐
No    ☐

Slavery Laws 
Yes  ☐
No    ☐

Child Labour Laws
Yes  ☐
No    ☐
 
If yes to any of the above please provide full details on a supporting document as an attachment


Comments:



	Supplier Code of Conduct

NGN wants to partner with like-minded suppliers who share the same values and commitment towards operating responsibly.
We have summarised our expectations and requirements for our prospective suppliers in the attached Supplier Code of Conduct (the Code). All suppliers trading with NGN are required to recognise and comply with the Code.

The winning bidder (s) will be required to sign a compliance certificate contained in Schedule 1 of the Code on page 11.
If the winning bidder(s) is unable comply with the Code, NGN may agree a tapered compliance period and appropriate corrective action plan. 







	6.13
	Please confirm that you have read the Code and intend to sign the compliance certificate, if successful. (Pass/Fail)

Yes  ☐
No    ☐
Answers with no will be rejected.


Comments:



	
	Section 7 – Health & Safety 

	No.
	Question 

	7.1
	Please supply a copy of your Health and Safety policy and describe how the Health and Safety Policy is brought to the attention of your employees. 


Answer: no more than 1 A4 sheet
(please attach policy below or as a separate attachment clearly labelled)










	Section 8 – PQQ Specific Questions 

	No.
	Question 

	8.1
	Please specify which of the below categories you are able to provide to NGN; 
IT Hardware         ☐
IT Software           ☐
IT Consumables   ☐

Answers with no for Hardware and Consumables will be rejected. Suppliers who are able to provide Software is for information only.

Comments:


	8.2
	Please provide up to 3 case studies of your experience where you have provided a similar service to those set out in the Scope of Works and delivered the requirements to your customers.
Score out of 10
Answer:



	8.3
	a) Please refer to the IT Consumables Product List below.  Are you able to supply the listed items or current equivalent for obsolete items?  
Please note this is not a fully exhaustive list but a sample of the type of products we would need to purchase 

· Lenovo ThinkPad T14 Gen 4
· Samsung Galaxy Tab Active 4 Pro
· Samsung Galaxy XCover6 Pro 
· ASUS VP279HE 27" Full HD Monitor
· Alogic USB-C Docking Station MX2 - 100w Edition
· Epson WorkForce WF-110W
· Logitech MK270 Wireless Mouse and Keyboard set
· Logitech M185 Wireless Mouse
· 2 metre USB C to USB C cable
· Dual USB A + USB C in car adapter
· 65w USB C Laptop Power Adapter
· Zebra Ribbon YMCKOK
· MIFARE DESFire EV2 2K Cards
· EPOS | Sennheiser ADAPT 165 USB II Headset
· Comms PC with below spec (usually purchased through https://www.in-carpc.co.uk) 
- CQ57L Vehicle PC Base Platform
- 8 GB Extended Temperature RAM
- 128 GB Extended Temperature SSD 
- 2x Internal 4G module with fallback to 3G
- Windows 10 Pro 64-bit
- 4x Wall-Mount Antenna with Bracket

Yes  ☐
No    ☐
Answers with no will be rejected.

Comments:

b) Please demonstrate how you will provide the products, alongside an alternative delivery process if this differs from next day delivery.

Score out of 10
Answer:


	8.4
	Please provide detail where you have formal partnership agreements with IT suppliers, such as Microsoft, Dell, Lenovo, Samsung, Cisco, Adobe etc and the level of accreditation. 
NGN currently use major suppliers such as Dell / Lenovo / Microsoft / Samsung.
Score out of 10
Answer:


	8.5
	Please detail the escalation process with your supply chain in case of delays in delivery of ordered equipment?
Answers with no escalation process will be rejected.
Answer:


	8.6
	NGN are looking to work with multiple suppliers for the supply of equipment to ensure we get supplied with the items we need and we get the best price (NGN will purchase from the cheapest supplier). How would you intend to work with this approach?
Score out of 10
Answer:


	8.7
	NGN often use Amazon as a reference for the type of product that we intend to purchase. This gives an easy reference guide, however there may be better alternatives.
Does your organisation have a technical team that are able to provide good quality alternative suggestions and what is your process for suggesting alternatives?
Score out of 10
Answer:


	8.8
	Are you able to provide weekly/monthly updates on outstanding orders?
Yes  ☐
No    ☐
Answers with no will be rejected.

Comments:


	8.9
	Suppliers must be committed to providing quotes for ALL of NGN’s requirements both large and small, please detail how you approach large value quotes, and small quotes.
Score out of 10
Comments:


	8.10
	Please confirm that you will always have the stock that you claim to have when providing quotes and that you will hold stock for 1 week minimum.
Yes  ☐
No    ☐
Answers with no will be rejected.

Comments:


	8.11
	NGN need to have full visibility of order and delivery statistics, including OTIF delivery numbers with percentage, quote acknowledgement target numbers with percentage, quote turnaround target numbers with percentage. 
Please provide your proposed suite of KPIs that will include these details, and all other measurements associated with the order and delivery process including responses to quotation requests, delivery on time and response to request for RMA (return to manufacturer)
Score out of 10
Comments:
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NGN Cyber Security  Questionnaire.xlsx


NGN Cyber Security Questionnaire.xlsx
Questionnaire

				SUPPLIER SECURITY ASSESSMENT QUESTIONNAIRE



				Please answer ALL questions.

				Please provide further information or evidence to supplement your answer. All answers should be in context of NGN information or information processing facilities on which NGN information is stored or traverses.
You could also use the last column to provide further information where you feel that the pre-defined dropdown options do not adequately reflect the arrangements within your current security environment





				1		MANAGEMENT DIRECTION FOR INFORMATION SECURITY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				1.1		Have policies for information security been defined, approved by management, published and communicated to employees and relevant external parties?

				1.2		Are the policies for information security reviewed at planned intervals or if significant changes occur to ensure their continuing suitability, adequacy and effectiveness?

				2		ORGANISATION OF INFORMATION SECURITY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				2.1		Have all information security responsibilities been defined and allocated? Please define.

				2.2		Have conflicting duties and areas of responsibility been segregated to reduce opportunities for unauthorised or unintentional modification or misuse of the organisations assets?

				2.3		Are appropriate contacts with relevant authorities maintained?

				2.4		Are appropriate contacts with special interest groups or other specialist security forums and professional associations maintained?

				2.5		Is information security addressed in project management, regardless of the type of the project?

				3		MOBILE DEVICES AND TELEWORKING		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				3.1		Has a policy and supporting security measures been adopted to manage the risks introduced by using mobile devices?

				3.2		Has a policy and supporting security measures been implemented to protect information accessed, processed or stored at teleworking sites?

				4		HUMAN RESOURCE SECURITY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				4.1		Are background verification checks on all candidates for employment carried out in accordance with relevant laws, regulations and ethics and proportional to the business requirements, the classification of the information to be accessed and the perceived risks?

				4.2		Do contractual agreements with employees and contractors state their and your responsibilities for information security?

				4.3		Do management require all employees and contractors to apply information security in accordance with the established policies and procedures of your organisation?

				4.4		Do employees of your organisation and, where relevant, contractors, receive appropriate awareness education and training and regular updates in organisational policies and procedures, as relevant for their job function?

				4.5		Is there a formal and communicated disciplinary process in place to take action against employees who have committed an information security breach?

				4.6		Have information security responsibilities and duties that remain valid after termination or change of employment been defined, communicated to the employee or contractor and enforced?

				5		ASSET MANAGEMENT		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				5.1		Have assets associated with information and information processing facilities been identified and an inventory of these assets drawn up and maintained?

				5.2		Do assets maintained in the inventory have a defined owner?

				5.3		Have rules for the acceptable use of information and of assets associated with information and information processing facilities been identified, documented and implemented?

				5.4		Are employees and external party users required to return all of your organisational assets in their possession upon termination of their employment, contract or agreement?

				5.5		Is information classified in terms of legal requirements, value, criticality and sensitivity to unauthorised disclosure or modification?

				5.6		Have an appropriate set of procedures for information labelling been developed and implemented in accordance with the information classification scheme adopted by your organisation?

				5.7		Have procedures for handling assets been developed and implemented in accordance with the information classification scheme adopted by your organisation?

				5.8		Have procedures been implemented for the management of removable media in accordance with the classification scheme adopted by the organisation?

				5.9		Is media disposed of securely when no longer required, using formal procedures?

				5.10		Is media containing information protected against unauthorised access, misuse or corruption during transportation?

				6		ACCESS CONTROL		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				6.1		Has an access control policy been established, documented and reviewed based on business and information security requirements?

				6.2		Are users only provided with access to the network and network services that they have been specifically authorised to use?

				6.3		Has a formal user registration and de-registration process been implemented to enable assignment of access rights?

				6.4		Has a formal user access provisioning process been implemented to assign or revoke access rights for all user types to all systems and services?

				6.5		Is the allocation and use of privileged access rights restricted and controlled?

				6.6		Is the allocation of secret authentication information controlled through a formal management process?

				6.7		Do asset owners review user access rights at regular intervals?

				6.8		Are the access rights of all employees and external party users to information and information processing facilities removed upon termination of their employment, contract or agreement, or adjusted upon change?

				6.9		Are users required to follow the organisations practices in the use of secret authentication information?

				6.10		Is access to information and application system functions restricted in accordance with the access control policy?

				6.11		Where required by the access control policy, is access to systems and applications controlled by a secure log-on procedure?

				6.12		Are password management systems interactive to ensure quality passwords. Please define.

				6.13		Has the use of utility programs that might be capable of overriding system and application controls restricted and tightly controlled?

				6.14		Is access to program source code restricted?

				7		CRYPTOGRAPHY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				7.1		Has a policy on the use of cryptographic controls for protection of information been developed and implemented?

				7.2		Has a policy on the use, protection and lifetime of cryptographic keys been developed and implemented through their whole lifecycle?

				8		PHYSICAL AND ENVIRONMENTAL SECURITY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				8.1		Have security perimeters been defined and used to protect areas that contain either sensitive or critical information and information processing facilities?

				8.2		Are secure areas protected by appropriate entry controls to ensure that only authorised personnel are allowed access?

				8.3		Have physical security for offices, rooms and facilities been designed and applied?

				8.4		Have procedures for working in secure areas been designed and applied?

				8.5		Have access points such as delivery and loading areas and other points where unauthorised persons could enter the premises been controlled and, if possible, isolated from information processing facilities to avoid unauthorised access?

				8.6		Has equipment been sited and protected to reduce the risks from environmental threats and hazards, and opportunities for unauthorised access?

				8.7		Is equipment protected from power failures and other disruptions caused by failures in supporting utilities?

				8.8		Has power and telecommunications cabling carrying data or supporting information services been protected from interception, interference or damage.

				8.9		Is equipment correctly maintained to ensure its continued availability and integrity?

				8.10		Has a process been implemented to ensure that equipment, information or software cannot be taken off-site without prior authorisation?

				8.11		Has security been applied to off-site assets taking into account the different risks of working outside the organisations premises?

				8.12		Do items of equipment containing storage media verified to ensure that any sensitive data and licensed software has been removed or securely overwritten prior to disposal or re-use?

				8.13		Do users ensure that unattended equipment has appropriate protection?

				8.14		Has a clear desk policy for physical information and removable storage media and a clear screen policy for information processing facilities been adopted?

				9		OPERATIONS SECURITY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				9.1		Have operating procedures been documented and made available to all users who need them?

				9.2		Are changes to the organisation, business processes, information processing facilities and systems that affect information security, controlled?

				9.3		Is the use of resources monitored, tuned and projections made of future capacity requirements to ensure the required system performance?

				9.4		Are development, testing, and operational environments separated to reduce the risks of unauthorised access or changes to the operational environment?

				9.5		Have detection, prevention and recovery controls to protect against malware been implemented and combined with appropriate user awareness.

				9.6		Are backup copies of information, software and system images taken and tested regularly in accordance with an agreed backup policy?

				9.7		Are event logs recording user activities, exceptions, faults and information security events produced, kept and regularly reviewed?

				9.8		Is logging facilities and log information protected against tampering and unauthorised access?

				9.9		Are system administrator and system operator activities logged and the logs protected and regularly reviewed?

				9.10		Are the clocks of all relevant information processing systems within the organisation or security domain synchronised to a single reference time source?

				9.11		Have procedures been implemented to control the installation of software on operational systems?

				9.12		Is Information about technical vulnerabilities, of the information systems being used, obtained in a timely fashion, evaluated and appropriate measures taken to address the associated risk undertaken?

				9.13		Have rules governing the installation of software by users been established and implemented?

				9.14		Are audit requirements and activities involving verification of operational systems carefully planned and agreed to minimise disruptions to business processes?

				10		COMMUNICATIONS SECURITY		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				10.1		Are networks managed and controlled to protect information in systems and applications?

				10.2		Have security mechanisms, service levels and management requirements of all network services been identified and included in network services agreements, whether these services are provided in-house or outsourced?

				10.3		Have groups of information services, users and information systems segregated on networks?

				10.4		Are formal transfer policies, procedures and controls in place to protect the transfer of information through the use of all types of communication facilities?

				10.5		Do agreements address the secure transfer of business information between your organisation and external parties?

				10.6		Is information involved in electronic messaging appropriately protected?

				10.7		Are the requirements for confidentiality or non-disclosure agreements reflecting the organisations needs for the protection of information identified, regularly reviewed and documented?

				11		SYSTEM ACQUISITION, DEVELOPMENT AND MAINTENANCE		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				11.1		Are information security related requirements included in requirements for new information systems or enhancements to existing information systems?

				11.2		Is information involved in application services passing over public networks protected from fraudulent activity, contract dispute and unauthorised disclosure and modification?

				11.3		Is information involved in application service transactions protected to prevent incomplete transmission, mis-routing, unauthorised message alteration, unauthorised disclosure, unauthorised message duplication or replay?

				11.4		Have rules for the development of software and systems been established and applied to developments within the organisation?

				11.5		Are changes to systems within the development lifecycle controlled by the use of formal change control procedures?

				11.6		When operating platforms are changed, are business critical applications reviewed and tested to ensure there is no adverse impact on organisational operations or security?

				11.7		Are modifications to software packages discouraged, limited to necessary changes and all changes strictly controlled?

				11.8		Have principles for engineering secure systems been established, documented, maintained and applied to any information system implementation efforts?

				11.9		Have you established and appropriately protected secure development environments for system development and integration efforts ensuring that it covers the entire system development lifecycle?

				11.10		Is the activity of outsourced system development  supervised and monitored?

				11.11		Is the testing of security functionality carried out during development?

				11.12		Has acceptance testing programs and related criteria been established for new information systems, upgrades and new versions?

				11.13		Is test data selected carefully, protected and controlled?

				12		SUPPLIER RELATIONSHIPS		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				12.1		Have information security requirements for mitigating the risks associated with suppliers access to assets been agreed with the supplier and documented?

				12.2		Have all relevant information security requirements been established and agreed with each supplier that may access, process, store, communicate, or provide IT infrastructure components for information?

				12.3		Do agreements with suppliers include requirements to address the information security risks associated with information and communications technology services and product supply chain?

				12.4		Are processes in place to regularly monitor, review and audit supplier service delivery?

				12.5		Are changes to the provision of services by suppliers, including maintaining and improving existing information security policies, procedures and controls, managed, taking account of the criticality of business information, systems and processes involved and re-assessment of risks?

				13		INFORMATION SECURITY INCIDENT MANAGEMENT		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				13.1		Have management responsibilities and procedures been established to ensure a quick, effective and orderly response to information security incidents?

				13.2		Are information security events reported through appropriate management channels as quickly as possible?

				13.3		Are employees and contractors using the organisations information systems and services required to note and report any observed or suspected information security weaknesses in systems or services?

				13.4		Are information security events assessed to determine if they are to be classified as information security incidents?

				13.5		Are information security incidents responded to in accordance with the documented procedures?

				13.6		Is the knowledge gained from analysing and resolving information security incidents used to reduce the likelihood or impact of future incidents?

				13.7		Have procedures been defined and applied for the identification, collection, acquisition and preservation of information, which can serve as evidence?

				14		INFORMATION SECURITY ASPECTS OF BUSINESS CONTINUITY MANAGEMENT		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				14.1		Have the requirements for information security and the continuity of information security management in adverse situations, e.g. during a crisis or disaster, been determined?

				14.2		Are procedures and controls, to ensure the required level of continuity for information security during an adverse situation, established, documented, implemented and maintained?

				14.3		Are the established and implemented information security continuity controls verified at regular intervals in order to ensure that they are valid and effective during adverse situations?

				14.4		Are information processing facilities implemented with redundancy sufficient to meet availability requirements?

				15		COMPLIANCE		ANSWER		FURTHER INFORMATION / SUPPORTING EVIDENCE

				15.1		Are all relevant legislative statutory, regulatory, contractual requirements and the organisations approach to meet these requirements explicitly identified, documented and kept up to date for each information system and the organisation?

				15.2		Have appropriate procedures been implemented to ensure compliance with legislative, regulatory and contractual requirements related to intellectual property rights and use of proprietary software products?

				15.3		Are records protected from loss, destruction, falsification, unauthorised access and unauthorised release, in accordance with legislatory, regulatory, contractual and business requirements?

				15.4		Has the privacy and protection of personally identifiable information been ensured as required in relevant legislation and regulation where applicable?

				15.5		Are cryptographic controls used in compliance with all relevant agreements, legislation and regulations?

				15.6		Is your organisations approach to managing information security and its implementation (i.e. control objectives, controls, policies, processes and procedures for information security) reviewed independently at planned intervals or when significant changes occur?

				15.7		Do managers regularly review the compliance of information processing and procedures within their area of responsibility with the appropriate security policies, standards and any other security requirements?

				15.8		Are information systems regularly reviewed for compliance with the organisations information security policies and standards?

				15.9		Do you comply with NGN's Technical Security Standard?
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Northern Gas Networks regards its information assets as significant and valuable resources, critical to the security and success of our business. Our information and technology assets are potentially faced with security threats from a wide range of sources. The introduction of technology to store, process and transmit information introduces additional threats to the loss of confidentiality, integrity and availability of company information. The Cyber Security Standard for Third Parties (CSSTP) defines the information and technology security minimum requirements that third parties engaging with Northern Gas Networks must achieve. This helps protect Northern Gas Networks from possible cyber threats and maintain its compliance against the Network and Information Systems Regulations (NIS-R), being UK Government legislation for Operators of Essential Service (OES), and in turn helps improve the cyber security posture of these third parties. 
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This standard applies to ALL third parties engaging with Northern Gas Networks while additional requirements apply for those organisations providing services such as:

· Bespoke Software

· This applies to any third-party developing and/or hosting bespoke or customised software, system, solution or website for Northern Gas Networks.

· Cloud Computing Services

· This applies to any third-party providing cloud computing such as; Software as a Service (SaaS), Platform as a Service (Paas), and Infrastructure as a Service (IaaS). This also includes Internet of Things (IoT) platforms.

· Critical Data Processor

· This applies to any third-party accessing, developing or processing critical data for or on behalf of Northern Gas Networks.

·  Network Connectivity

· This applies to any third-party who requires connectivity to Northern Gas Networks’ systems or infrastructure. Connectivity may be provided by direct connect circuits, IPVPN or other direct communication channels.

· Outsourced Infrastructure

· This applies to any third-party who manages or maintains computing infrastructure on behalf of Northern Gas Networks.
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In the event that compliance with this standard is not technically possible, a dispensation must be requested, and this will be evaluated via a risk assessment.
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At a minimum, all controls in this section must be adhered to by all Third Parties and they must remain and apply throughout the data lifecycle and the duration of the engagement with Northern Gas Networks.

These controls, and other applicable ones in subsequent sections must be implemented on 

· All third-party systems and assets used to connect to Northern Gas Networks’ network

· All third-party assets hosting, storing, receiving, transmitting, and processing Northern Gas Networks data. Such assets must be secured and stored within the guardrails of this standard and must be made available to authorised users on a need-to-know basis.



[bookmark: _Toc113443216]General standards

All third parties must comply with all controls listed below:



		Control Group

		Standard



		Governance

		· Third Party must establish policies for information and cyber security, approved by management, regularly maintained, and communicated to employees. Either separate or included in other organisational policies.

· Third Party must establish, maintain, and communicate an organisation-wide cyber Acceptable Use Policy (AUP) governing the use of technology assets



		Processes & Procedures

		· Third Party must apply background checks to all prospective candidates in accordance with applicable laws, regulations and ethical standards

· Third Party must have formal processes for off-boarding of employees and include the return of assets and removal of all accesses.

· Third Party must sanitise data relating to Northern Gas Networks at the end of the Data Lifecycle, or by the end of the retention period as stated in the contract, if defined. The sanitisation must be conducted in alignment with industry best practices (i.e., NIST 800-88) and attestation that this has been completed must be formally shared with Northern Gas Networks Data Protection Officer.



		Training & Awareness

		· Third Party must require all users of information systems to take, at least, yearly mandatory cybersecurity training to address acceptable use and good computing practices. Training must address the following:

· Cybersecurity Acceptable Use

· Phishing and Social Engineering

· Data Security (including GDPR)

· Managing credentials safely

· Internet and social media security



		Access Controls

		· Third Party must implement password protection and policies. The following are recommended measures:

· Minimum Length: 12

· History: Last 12 remembered

· Complexity: 3 from (uppercase, lowercase, numerical, special character)

OR

· Management: Integration with tools to block compromised and bad passwords

AND

· Lockout: After 10 attempts

· Inactivity: Computers automatically locked within 15 minutes of inactivity

· Third Party must not store in plain text, write down or disclose any password or authentication code used to access Northern Gas Networks assets or facilities.

· Third Party must utilise multifactor authentication on all remote access, including internet based, to access third-party computing resources.

· Third Party must enforce multifactor authentication on all cloud services used by said third-party, including cloud-based email systems.

· Third Party must inform Northern Gas Networks when employees provided with credentials no longer require access, or are no longer associated with said third-party.



		Protective Controls

		· All Third Party technology assets and systems must be password protected.

· All Third Party technology assets and systems must be regularly updated with operating system and application patches.

· Third Party technology assets must be protected with Endpoint Detection and Response (EDR) software. This should be centrally managed and updates must be performed daily and regular scans performed.

· Third Party must inspect all incoming emails originating from external using anti-spam and anti-malware protection.

· Third Party must use a private email domain. Generic domains such as Gmail, Hotmail, Yahoo or other must not be used.

· Third Party must implement Sender Policy Framework (SPF) capability on email servers and Domain Name System (DNS).

· Third Party should implement DomainKeys Identified Mail (DKIM) and Domain-based Message Authentication (DMARC) to ensure and protect the validity of business-related email.

· Third Party must enable and configure firewalls on endpoint devices.



		Communications

		· Third Party must, on discovery of a Cybersecurity incident, notify Northern Gas Networks within 24 hours of discovering the incident.



		Other

		· Third Party shall not use or provide any products or services to Northern Gas Networks that are produced by ‘Kaspersky Lab’, any organisation or service residing or originating in Russia or any vendors identified as being registered within the People’s Republic of China, including but not limited to Huawei, ZTE, Hytera Comms Corporation, Hangzhou Hikvision Digital Tech Company, and Dahua Technology, including their affiliates and subsidiaries.

· Third Party must conduct network and system vulnerability assessments on an annual basis, at a minimum. Critical vulnerabilities shall be tracked and remediated within 30 days of identification.

· Third Party must not allow any non-corporately owned device to access Northern Gas Networks technology assets, networks or data.



		Compliance

		· Third Party should adhere to all applicable information security frameworks. Not limited to:

· Cyber Essentials Plus

· ISO 27001(2022)

· NIS-D

· NCSC CAF

· IEC 62443

· NIST CSF







[bookmark: _Toc113443217]Specific Requirements

The following section describes the additional requirements third parties must also need to adopt to meet the expectations of Northern Gas Networks. Third parties may fall under more than one classification	in section 3 and will need to meet the requirements described below:



		Control Group

		Standard

		Bespoke Software

		Cloud Computing Services

		Critical Data Processor

		Network Connectivity

		Outsourced Infrastructure



		Identify



		Asset Management

		Third Party must have policies and processes to classify information in terms of its value, confidentiality, and criticality.

		

		

		

		

		



		Governance

		Third Party must establish, maintain and communicate cybersecurity policies and standards

		

		

		

		

		



		

		Third Party must employ staff whose primary responsibility is cyber and information security. These responsibilities include, but are not limited to, ensuring compliance with existing policies and frameworks and maintaining the security of digital systems.

		

		

		

		

		



		Risk Management

		Third Party must have a process to conduct cybersecurity risk assessments on a regular basis. These are used to identify, assess and remediate risks to information systems and data.

		

		

		

		

		



		Cyber Assessment

		Third Party must conduct annual external penetration testing on internet facing applications and IT infrastructure.

		

		

		

		

		



		

		Third Party must conduct regular internal vulnerability assessments on all systems and applications linked to the service provided to Northern Gas Networks.

		

		

		

		

		



		

		Third Party must conduct annual external penetration testing on cloud computing services used by Northern Gas Networks

		

		

		

		

		



		Protect



		Access Control

		Users accessing applications and information systems must be issued unique user logins and passwords. Generic accounts must not be allowed, unless explicitly approved, restricted and controlled.

		

		

		

		

		



		

		User access to the operating system, applications and databases must be reviewed on a quarterly, at a minimum, basis to determine if accessing personnel still require access.

		

		

		

		

		



		

		All privileged accounts must be limited, justified and reviewed on regular basis.

		

		

		

		

		



		

		Privileged account usage must be audited periodically to validate only tasks undertaken were performed during the associated approved session.

		

		

		

		

		



		

		Remote administrative access from the Internet must not be allowed, unless explicitly approved, restricted and controlled.

		

		

		

		

		



		

		Network connections to IT systems and applications at Third Party locations must be authorised and monitored.

		

		

		

		

		



		

		Multifactor authentication must be enforced on all privileged account access including remote access to systems and applications.

		

		

		

		

		



		

		Third Party must logically and/or physically segregate data at rest relating to Northern Gas Networks from other customer or client data.

		

		

		

		

		



		

		Northern Gas Networks data and/or documents must only be shared with limited individuals who are part of the engagement specified in the contract.

		

		

		

		

		



		

		Servers and workstations subnets must be segmented and access between them is restricted and monitored.

		

		

		

		

		



		

		Servers accessible from the Internet must be placed in a DMZ (i.e. perimeter network) with restricted access to internal subnets.

		

		

		

		

		



		

		Wireless networks accessing information systems must use strong encryption for authentication and transmission, such as WPA2 or WPA2 Enterprise.

		

		

		

		

		



		

		Single-Sign-On must be enforced by Northern Gas Networks users accessing cloud based systems and applications including public cloud computing services or hosting Northern Gas Networks data.

		

		

		

		

		



		

		Single-Sign-On must be enforced on end users accessing Content Management Services (CMS) of Cloud Computing Service.

		

		

		

		

		



		

		All physical IT systems (routers, switches, servers and firewalls) must be housed in a communication room and locked rack(s). The access to the communication room must be contingent on security requirements such as access card readers or biometric devices.

		

		

		

		

		



		

		Visitors accessing Critical Facilities must be escorted at all times.

		

		

		

		

		



		

		Third Party must dedicate an access restricted working area for personnel with access to Northern Gas Networks network

		

		

		

		

		



		

		Third party must define a process for visitor management. The process should include maintaining and regularly reviewing visitor logs. The visitor log should capture information such as: - 
- Visitor identification
- Visit Purpose
- Check in/check out date and time

		

		

		

		

		



		Data Security

		Backup media must be secured to block/inhibit unauthorised physical access.

		

		

		

		

		



		

		Technology Assets and Systems must be licensed and supported by the provider.

		

		

		

		

		



		

		Third Party must encrypt data in transit (e.g. SSH, FTPS, HTTPS, TLS, IPSEC).

		

		

		

		

		



		

		Third Party must encrypt (e.g. using HTTPS) sessions where Critical Northern Gas Networks information or data will be transmitted from and to public cloud computing services, and enforce session authentication, lockout, and timeout.

		

		

		

		

		



		

		Third Party must implement encryption mechanisms, using at least AES encryption algorithm, and 256 bit key, on all devices or storage media hosting sensitive data per the Third Party’s assets classification policy.

		

		

		

		

		



		

		Encryption key management capability, including preservation and retrieval, must be defined, applied, and periodically reviewed.

		

		

		

		

		



		

		Third Party must implement a device control mechanism on Assets that are used to receive, store, process or transmit Northern Gas Networks data such as disabling the use of external storage media

		

		

		

		

		



		

		Access to the Internet must be restricted by Content-filtering technologies to block: 
- Malicious and suspicious websites.
- Personal and non-company email services.
- Personal and non-company approved public cloud services.

		

		

		

		

		



		

		Documents containing Northern Gas Networks critical data, must be encrypted and stored securely with access limited to authorised personnel.

		

		

		

		

		



		

		Remote wipe solution must be installed on all tablets and mobile phones used to receive, store and/or produce critical data for Northern Gas Networks

		

		

		

		

		



		

		Third Party must implement data validation on all input fields for applications or cloud computing services used by Northern Gas Networks to only accept input with valid data type, syntax and length range.

		

		

		

		

		



		

		Application error messages must not display any sensitive technical information.

		

		

		

		

		



		

		Applications or cloud computing services must not store, generate, transmit, or use plain-text passwords.

		

		

		

		

		



		Information Protection Processes

		Third Party must create and manage baseline configurations to harden information systems. The hardening process must address configurations such as:
- Resetting default usernames/passwords
- Disabling unneeded software
- Disabling unneeded services
- Removing administrative access of users on workstations.

		

		

		

		

		



		

		Third Party must establish and follow regular procedures for backup of critical systems and Northern Gas Networks data, software and websites.

		

		

		

		

		



		

		Backup stored at an off-site location must be encrypted using at least AES encryption algorithm, and 256 bit key, except for data classified as public.

		

		

		

		

		



		

		Third Party must implement a sanitisation process before any assets are loaned, donated, destroyed, transferred, or returned to inventory. The process must be aligned to industry best practices such as NIST 800-88.

		

		

		

		

		



		

		Third Party must have a Disaster Recovery (DR) plan which is documented, maintained and communicated to appropriate parties. The DR plan should address the recovery of assets and communications following a major disruption to business operations.

		

		

		

		

		



		

		Third Party must have a comprehensive Business Continuity (BC) plan which is documented, maintained and communicated to appropriate parties. The BC plan should address the occurrence of the following scenarios: 
- Equipment failure. 
- Disruption of power supply or communication. 
- Application failure or corruption of database. 
- Human error, sabotage or strike. 
- Malicious Software attack. 
- Hacking or other Internet attacks. 
- Social unrest or terrorist attacks. 
- Environmental disasters. 
- Emergency contact information for personnel.

		

		

		

		

		



		

		Third Party must ensure that owners of the Business Continuity (BC) plan are identified and that the BC plan is reviewed and updated annually.

		

		

		

		

		



		

		Third Party must conduct Business Continuity drills at least annually.

		

		

		

		

		



		

		Third Party must have formal procedures for on-boarding employees. On-boarding procedures must include background checks (e.g. verification of work histories).

		

		

		

		

		



		

		Third Party must conduct security and source-code vulnerability scanning on all developed applications, and close all discovered vulnerabilities before deployment in production.

		

		

		

		

		



		

		All changes to the application must be properly authorised and tested in a testing environment before moving to production.

		

		

		

		

		



		

		Third Party must test systems and applications for host-based and remote vulnerabilities upon deployment into a production environment.

		

		

		

		

		



		

		Third Party must have a process for secure system and software development life cycle in alignment with industry best practice.

		

		

		

		

		



		Protective Controls

		Third Party must retain all audit logs from information systems and applications storing, processing or transmitting Northern Gas Networks data for one (1) year.

		

		

		

		

		



		

		Firewalls must be implemented at the network perimeter and only required services must be allowed. Vulnerable services or insecure protocols should be blocked.

		

		

		

		

		



		

		Intrusion Detection Systems (IDS) or Intrusion Prevention Systems (IPS) must be implemented at the network perimeter.

		

		

		

		

		



		

		Signatures of firewalls, IDS and IPS must be up-to-date.

		

		

		

		

		



		

		Third Party hosting applications or websites for Northern Gas Networks or providing cloud-based web applications, a Web Application Firewall (WAF) must be implemented to inspect all incoming traffic for potential threats and malicious activity e.g. SQL injection and Cross Site Scripting

		

		

		

		

		



		Detection



		Events and Anomalies

		Third Party must monitor technology assets, systems and applications to identify unauthorised access, or unauthorised activity.

		

		

		

		

		



		

		Third Party must periodically aggregate and correlate data from multiple systems and critical applications such as Firewalls, IDS/IPS, and anti-virus in a central repository for event monitoring and analysis purposes.

		

		

		

		

		



		Monitoring

		Multiple physical security measures must be implemented to prevent unauthorised access to facilities. Entrances and exits must be secured with authentication card key, door locks and monitored by video cameras.

		

		

		

		

		



		

		Privileged accounts activity must be logged and monitored on a regular basis

		

		

		

		

		



		

		Non-authorised devices (such as personal devices and mobile phones) must not be used.

		

		

		

		

		



		

		Monthly vulnerability scans must be conducted to evaluate configuration, patches and services for known vulnerabilities.

		

		

		

		

		



		

		Physical access to the facility where information systems reside must be restricted to authorised personnel and reviewed on a regular basis.

		

		

		

		

		



		

		Information systems and applications must log auditable events

		

		

		

		

		



		Respond



		Communications

		Incident management policy and plan must be documented, maintained and communicated to management and appropriate team members.

		

		

		

		

		



		Analysis

		Third Party must have an Incident Response capability that includes preparation, detection and analysis, containment, eradication, recovery, documentation and preservation of evidence, communication protocols and lessons learned.

		

		

		

		

		



		

		Third Party must track, classify and document all cybersecurity incidents.

		

		

		

		

		



		Mitigation

		Third Party must resolve or mitigate identified security vulnerabilities on a system, computer, network, or other computer equipment within the following timeframes: - Critical Risk: immediate correction up to fourteen (14) calendar days of critical vendor patch release, notification from Northern Gas Networks, or discovered security breach whichever is earlier. 
- High Risk: within one (1) month of vendor patch release, or discovered security breach whichever is earlier. 
- Medium and Low Risk: within three (3) months of discovery.

		

		

		

		

		



		

		Third Parties hosting websites for Northern Gas Networks or providing a cloud computing service, the website / cloud computing service must be secured by Distributed Denial of Service (DDoS) protection.
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Breaches of this standard and/or security incidents can be defined as events which could have, or have resulted in, loss or damage to NGN information assets, or an event which is in breach of the NGN’s security procedures and policies. In addition to changes in the suppliers security posture resulting in a drop in compliance against this standard. All third-party suppliers contracted to provide, support or access solutions, which enable NGN to carry out its business functions and deliver its services, have a responsibility to adhere to this standard and all supporting requirements as described and referenced within formal documentation and agreed contractual agreements. 



If this standard is breached then Northern Gas Networks reserves the right to terminate any contract with third parties based on findings obtained via our right to audit or any cybersecurity incident deemed critical enough to warrant cancellation.  



Standard Technologies

The following table details the standard suite of technologies supported by Northern Gas Networks. Any technology proposed to be used outside of this list must obtain request dispensation. This will be reviewed, and approval may or may not be granted based on cost, risk and strategic integration capability.



		Capability

		Approved Platform

		Version



		Office Productivity & Collaboration

		Office 365
Egress Workspace

		[latest]
[latest]



		Operating System

		Microsoft Windows
Windows Server
Red Hat Enterprise Linux

		10 onwards
2016 onwards
7.6 onwards



		Mobile Operating System

		Android

		10 onwards



		Firewall

		Fortigate

		7.0.6



		Secure Email

		Egress Protect

		[latest]
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Foreword 


At Northern Gas Networks (NGN) our business approach is built 


around ethical values, behaviours and responsible business 


practices that enables us to deliver gas safely and uninterruptedly 


to our 2.7m customers, whilst identifying and managing impacts on 


society, environment and economy. 


Sustainability is an integral part of our RIIO-GD2 business plan as we 


commit to support the achievement of the net-zero carbon 


emissions target by 2050 and embed the principles of sustainability 


into our supply chain. In this Supplier Code of Conduct (‘the Code’) 


we have set out key principles that underpin our business values 


and RIIO-GD2 commitments alongside our expectations and 


requirements for our suppliers tailored to the nature of our 


procurement activities.  


We want to partner with like-minded suppliers who share the same 


values and commitment towards operating responsibly and ensure 


compliance with all applicable national and international laws and 


regulations.  


Our business values are aligned with the United Nations 


Sustainable Development Goals (UN SDGs), which are a high-level 


 
1 Micro-Entity: In the UK section 384A of the Companies Act 2006 defines a 
micro-entity as one that has any 2 of the following: (1) a turnover of £632,000 or 
less, (2) £316,000 or less on its balance sheet, (3) 10 employees or less 
2 Small and Medium Sized Enterprises (SME): In the UK sections 382 and 465 of 
the Companies Act 2006 define a small company is one that has any 2 of the 


blueprint to achieve a better and more sustainable future for all.  


Throughout this document we have indicated which of the UN 


SDGs each of our principles align to, helping you to understand how 


your actions will impact on a global scale. 


Compliance with the Code and 
Requirements 


NGN requires all suppliers to recognise and comply with the Code, 


irrespective of the contract value and company size.   


NGN will endeavour to make the procurement process more 


accessible to micro-entities1 and SMEs2, and will provide support if 


required.   


Supplier requirements under this Code are summarised below. 


NGN will assess potential suppliers for compliance with the 


requirements of this Code through a pre-qualification questionnaire 


(PQQ) for each procurement event. Subject to the outcome of PQQ 


and if awarded a contract, suppliers are required to confirm they 


have read and understood the Code and provide NGN with a self-


declaration of compliance with this Code during the initial term of 


their contract(s) with NGN. Thereafter suppliers are required to 


following: (1) turnover of not more than £10.2 million, (2) a balance sheet total 
of not more than £5.1 million, (3) not more than 50 employees. A medium-sized 
company has any 2 of the following: (1) turnover of not more than £36 million, 
(2) a balance sheet total of not more than £18 million, (3) not more than 250 
employees. 
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provide self-declarations of compliance with the Code in line with 


contract renewals. By providing NGN with a self-declaration of 


compliance with the Code (by signing and returning to NGN the 


compliance certificate contained in Schedule 1 of this document), 


suppliers thereby acknowledge the requirements placed upon them 


under the Code and agree to provide appropriate management 


systems and arrangements to ensure that compliance with the 


Code can be demonstrated. If suppliers identify to NGN that they 


cannot fully comply with the Code on commencement of their 


contract, NGN may agree a tapered compliance period with the 


supplier. 


NGN reserves the right to verify the supplier’s compliance with the 


Code and expect suppliers to be supportive of this process. Where 


limitations or non-compliances are identified, the supplier shall 


take corrective actions to ensure conformance with the Code 


within timescales agreed with NGN. Failure to achieve conformance 


within the agreed timescales will constitute a breach of the Code.  


NGN reserves the right to terminate the contract with any supplier 


that does not comply with the Code. 


Suppliers must identify any compliance issues they have with the 


Code to NGN at the earliest opportunity, nominally within one 


calendar month of identification, and work with NGN to agree an 


appropriate corrective action plan, including timescales. 


Suppliers are strongly encouraged to take reasonable steps to 


cascade the requirements of the Code to their own supply chains to 


drive improvement. 


Supplier Requirement Desirable (D) or Essential (E)  


Recognition and 


compliance with NGN 


Supplier Code of Conduct 


E  


GDPR Policy E  


 


Modern Slavery Policy D or E 


Modern Slavery Policy essential for suppliers with an 


annual turnover of £36m or more 


 


Additional Requirements D or E - to be reviewed on a case-by-case basis depending 


on the nature of the contract.  


Example requirements could include: Cyber Security 


Policy, Health and Safety Policy, or greenhouse gas 


emissions reporting requirements. 


 


E = Essential requirement without which NGN will not enter into contract with a supplier 


D = Desirable requirement which NGN wish suppliers to have or be working towards 


 


Guidance on how to demonstrate compliance with the Code is 


provided in Schedule 2 of this document. 
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Our principles, requirements and 
expectations 


Our Vision and Values 


We aspire to become recognised as the UK's most loved, admired 


and respected brand and to establish a new paradigm for doing 


business really well through a united and empowered team that is 


mind-blowingly great.  


We recognise the important role our suppliers play in supporting 


our operations and we want our suppliers to embrace NGN’s 


culture and values. 


Customer 


The customer is at the heart of everything NGN do, and we are 


acknowledged as best in class in the UK for achieving 


unprecedented levels of customer satisfaction. We go above and 


beyond to improve our processes in order to provide an efficient 


and safe response with excellent customer service.  


We are a regulated business and one of our licence requirements is 


to adhere to the Fair Treatment Guidance3, where relevant. The 


Guidance is aimed at ensuring that NGN and our representatives 


treat our customers fairly, including customers in vulnerable 


 
3 https://www.ofgem.gov.uk/publications/consultation-fair-treatment-guidance 


situations, and develop approaches that deliver fair outcomes for 


such customers.  


We expect our suppliers to comply with the Fair Treatment 


Guidance and put the customer first to help us provide the best 


possible customer experience.  


 


Heart of the Community 


 


We feel it is our duty to support communities we work in and we 


are constantly delivering diverse packages of support, such as: work 


placement opportunities for young people from disadvantaged 


backgrounds; providing free gas connections to vulnerable 


customers hit by fuel poverty; educating and protecting the region 


against carbon monoxide (CO) through school workshops; and 


encouraging and assisting SME in bidding for contracts and 


procurement opportunities. 


We want to work with suppliers who are committed to supporting 


the communities they operate in through programmes and 


initiatives that contribute to the sustainable development of local 


communities and create job opportunities for SMEs.    
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Inclusion and Belonging 


 


We are constantly looking at ways we can continue to build a 


better, more inclusive workplace that will benefit our colleagues, 


customers, stakeholders and the communities we serve. 


We expect our suppliers to have the same commitment towards 


their current and potential employees by ensuring equal 


opportunities for all and eliminating direct and indirect 


discrimination, harassment and victimisation based on the 


protected characteristics as set out in the Equality Act 2010. We 


also encourage our suppliers to promote awareness of Equality, 


Diversity and Inclusion in their businesses by providing 


training/awareness programmes which are delivered to their 


employees. 


We recognise that the covid-19 pandemic has caused a widening of 


opportunity gaps in the UK, and in our regions, and as such we 


signed the Social Mobility Pledge in 2020. Being a part of the Social 


Mobility Pledge4 has enabled us to assess our internal and external 


practices and put in place recommendations that help to remove 


barriers to career and educational opportunities to the most 


disadvantaged in society. For example, we’ve removed the 


 
4 https://www.socialmobilitypledge.org/ 


requirement for a driving license on our apprenticeship 


recruitment, and we’re creating a universal work placement 


standard with a minimum number of students taking part each 


year.  


We encourage our suppliers to consider looking at the Social 


Mobility Pledge and to understand whether there are simple steps 


they can take to remove barriers to employment or opportunity 


within their businesses.  


 


Health and Safety 


 


NGN is committed to delivering a safe and reliable gas supply, 


protecting our colleagues, suppliers and stakeholders, and 


preventing risk of injury and occupational ill health. We believe that 


a happy and healthy workforce is beneficial to our business and 


nothing is so urgent it cannot be done safely.  


We expect our suppliers to prioritise health and safety 


considerations at all times and work with us to continually improve 


health and safety management and performance. 
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Environment 


 


Our Environment Strategy commits us to putting the environment 


at the heart of everything we do and to work hard to enhance 


communities on a local and global scale. Our Environment Strategy 


commits us to:  


• Take action against climate change 


• Improve air quality 


• Use resources responsibly 


• Enhance life on land  


• Enable lasting energy solutions  


To deliver our Environment Strategy commitments during our RIIO-


2 business plan period we have developed an Environment Action 


Plan with specific actions and deliverables for the 2021 to 2026 


period including: 


• Net Zero Scope 1 and 2 greenhouse gas (GHG) emissions 


(excluding gas shrinkage and leakage) by 2031 


• Net zero total carbon emissions by 2050 


• Measure and reduce our supply chain GHG emissions and 


the embodied carbon of our works 


• Reduce office and depot waste by 20% over 2017/18 to 


2025/26 


• Embed sustainability and the Circular Economy within our 


supply chain  


We expect our suppliers and sub-contractors to support us in 


achieving our strategic aims, and demonstrate their own 


commitment to continuous improvement. We expect our supply 


chain to embrace the principles of sustainability and the Circular 


Economy by ensuring their products and services are: 


• energy efficient;  


• minimise environmental emissions, natural resource 


consumption and hazardous substance usage; 


• apply the waste hierarchy; and  


• are compliant with all prevailing environmental legislation.  


Greenhouse Gases Emissions (GHG) Reporting 


We encourage our supply chain to: 


• monitor and report their own GHG emissions in accordance 


with best practice,  


• set themselves challenging targets and action plans to 


reduce their emissions, and  


• to engage with their own supply chain to encourage wider 


reductions through their value chain. 


We commit to supporting our supply chain to report their own GHG 


emissions. 


 



https://www.northerngasnetworks.co.uk/wp-content/uploads/2020/05/ENVIRONMENT-STRATEGY-JUNE-2018.pdf

https://www.northerngasnetworks.co.uk/wp-content/uploads/2019/12/A8-NGN-RIIO-2-Enviromental-Action-Plan.pdf

https://www.northerngasnetworks.co.uk/wp-content/uploads/2019/12/A8-NGN-RIIO-2-Enviromental-Action-Plan.pdf
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Innovation 


 


We are committed to undertaking research, developing innovative 


products and techniques and also demonstrating value to deliver a 


more cost-effective, future focussed and less disruptive service to 


customers. We continue to play an important role in the UK’s 


transition to net zero carbon. An element of this comes from 


regulatory funding through Ofgem to support ambitious schemes 


that enable us to safeguard and support vulnerable customers and 


aid the transition to a net zero economy. Collaboration is key to 


what we do, and we work with an extremely broad range of 


businesses and stakeholders to develop novel solutions that deliver 


valuable benefits and make lives easier. We are seeking to share 


the risks of innovation with our partners and suppliers to enable 


shared benefits between all. 


We encourage our suppliers to identify innovations and ideas that 
allow us to deliver a more cost-effective, high quality service for 
customers, while preparing for a greener future. 


Fair Procurement 


 


Procurement activity at NGN is regulated by the Utilities Contract 


Regulations 2016, which sets out rules and fundamental principles 


for tendering contracts above certain financial thresholds. At NGN 


we ensure fair and transparent tendering process and equal 


treatment of all suppliers regardless of the contract value, and we 


develop a collaborative way of working for greater mutual value. 


NGN’s suppliers shall ensure transparency, fair competition and 


non-discriminatory practices in dealing with their supply chains.  


Prompt Payment 


NGN understands the impact of late payment to suppliers and 


undertakes to pay invoices on time in line with the agreed payment 


terms. We provide suppliers with clear guidance on our payment 


procedures and ensure disputed invoices are resolved promptly 


and effectively.  


We expect our suppliers to be fair in their payment practices and 


encourage the adoption of the same standards in their supply 


chains. 
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Anti-Bribery and Corruption, and Anti-Facilitation of Tax 


Evasion 


  


NGN believes that integrity and fair dealing are essential aspects of 


the company and this should be reflected in all activities.   


Any person representing NGN, including suppliers and 


subcontractors, shall comply with all applicable laws, statutes, 


regulations, and codes relating to anti-bribery, anti-corruption and 


anti-facilitation of tax-evasion, including but not limited to the 


Bribery Act 2010 and Criminal Finances Act 2017.  


 


Fair Labour and Working Conditions 


  


At NGN we take compliance with national and international labour 


standards extremely seriously. We require our suppliers to comply 


with all applicable labour laws in the countries in which they 


operate and ensure the following: 


 


- Employment is freely chosen 


- Child labour must not be used 


- Working conditions are safe and hygienic  


- Working hours, wages and benefits are consistent with laws 


and industry standards 


- Respect employees’ right to freedom of association and 


collective bargaining 


 


Modern Slavery Act 


  


The prevention, detection and reporting of modern slavery in any 


part of our business or supply chain is the responsibility of all those 


working for NGN or under our control.  


We require our suppliers to comply with all applicable anti-slavery 
and human trafficking laws, statutes, regulations and codes 
including but not limited to the Modern Slavery Act 2015. Suppliers 
with an annual turnover of £36 million or more must have a 
Modern Slavery Policy setting out the steps they take to prevent 
modern slavery in their business and their supply chains, as per the 
requirement under section 54 (Transparency in Supply Chains) of 
the Modern Slavery Act 2015 (guidance: 
https://www.gov.uk/guidance/publish-an-annual-modern-slavery-
statement). 



https://www.gov.uk/guidance/publish-an-annual-modern-slavery-statement

https://www.gov.uk/guidance/publish-an-annual-modern-slavery-statement
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Data Protection  


 


NGN recognises that the correct and lawful treatment of Personal, 
Commercial and Intellectual Property Data will maintain confidence 
in the organisation and will provide for successful business 
operations. 
 
Protecting the confidentiality and integrity of our colleagues’ and 
customers’ Personal Data is a critical responsibility that we take 
seriously at all times.  
 
NGN requires that its suppliers have the appropriate standards and 
procedures in place for the processing and protection of personal 
data in accordance with all applicable data protection laws   


 


Cyber Security 


 
NGN invests a significant amount of time in ensuring that cyber 
security controls are robust and provide adequate protection to 
NGN systems, network, information and information processing 
facilities. 
 
We require, when relevant, our suppliers to adhere to the NGN’s 
Cyber Security Policy and have the appropriate cyber security 
procedures and controls in place, where there is a requirement for 
the storing, handling, processing or retention of NGN data. 
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Whistleblowing and Reporting 


 


NGN operates a whistle-blower service currently supplied by 


Safecall. This provides a safe and confidential way for employees, 


suppliers and other stakeholders to report concerns they may have 


about any wrongdoing at NGN.  


If something is wrong, we want to know about it. We pride 
ourselves on creating a culture of integrity and openness, with clear 
policies and guidelines on how to do business. If someone has a 
concern, we want them to feel comfortable raising it immediately.  


The service is: 


• Totally independent 
• Available 24/7 
• There for everyone (all employees, contractors, suppliers, and 
other stakeholders) 
• Anonymous if required 


You can report an issue by: 


• Freephone: 0800 915 1571 
• Email: northerngasnetworks@safecall.co.uk 
• Online: http://www.safecall.co.uk/file-a-report 


Code of Conduct Governance 


As a minimum, the Code will be reviewed annually and updated as 


and when necessary to reflect any changes made to the 


requirements, NGN Procurement Policy and any applicable 


legislation. 


 


Contact Us 


For general enquiries or feedback in relation to the Code, please 


email suppliercode@northerngas.co.uk. 


 


 


 



mailto:northerngasnetworks@safecall.co.uk

http://www.safecall.co.uk/file-a-report
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Schedule 1 Supplier Compliance Certificate 


 


As required by Northern Gas Networks' Supplier Code of Conduct (Code),  


 


……………………………………………………………………………………………………………………………………[SUPPLIER NAME] certifies that:  


 


• We are complying with the requirements in the Code as of ………….……………………..[DATE].  


 


• We have appropriate systems in place to ensure our own and our suppliers' continued compliance with the Code.  


 


 


 


Signed by ……………………………………………………………………………………………………………[NAME OF SIGNATORY] on behalf of  


 


…………………………………………………………………………………………………………………………………… [SUPPLIER NAME]  


 


Position held: ……………………………………………………………… 


 


Signed: ……………………………………………………………… 


 


Date: ………….…………………….. 


 


Please send a copy of this certificate to suppliercode@northerngas.co.uk 


 


 



mailto:suppliercode@northerngas.co.uk
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Schedule 2 Guidance on how to demonstrate compliance 
with the Supplier Code of Conduct 
 


Supplier Code of Conduct 
Criteria 


Minimum Compliance 
Requirements 


Good Practice 


Essential Criteria 
Recognition of NGN Code 
of Conduct requirements 


Return of signed Supplier 
Compliance Certificate (see 
Schedule 2 of this document) to 
NGN 


Reference to how your company 
procedures ensure achievement 
of the Code requirements 


GDPR Policy (and 
accompanying 
procedures)  


Having a written company GDPR 
policy 


Having supporting company GDPR 
management procedure(s). 


Compliance with 
environmental laws 


Having a written company 
environment policy 


Having a documented 
environmental management 
system, ideally externally certified 
to a standard such as ISO14001. 


Compliance with national 
labour and modern 
slavery laws where you 
operate.  Specific 
requirement for a 
Modern Slavery Policy if 
annual turnover >£36m. 


Having a written company 
modern slavery and human 
trafficking policy 


Having your policy supported by 
relevant company management 
procedure(s). 


Compliance with anti-
bribery, anti-corruption 
and tax evasion 
legislation 


Having a relevant written 
company anti-bribery, anti-
corruption and tax evasion policy 


Having your policy supported by 
relevant management 
procedure(s). 


Compliance with NGN 
Cyber Security Policy  


Reference to acceptance of 
requirement to comply with 
NGN policy requirements in PQQ 
and RFP return documentation. 


Having your own company cyber 
security policy and management 
procedures, and referencing how 
these ensure compliance with the 
NGN policy. 


Desirable Criteria 
Suppliers cascade 
requirements to own 
supply chains  


Reference to acceptance of this 
requirement in PQQ and RFP 
return documentation 


Reference to how your company 
procedures ensure achievement 
of the Code requirements 


Comply with Ofgem 
customer Fair Treatment 
Guidance  


Reference to acceptance of this 
requirement in PQQ and RFP 
return documentation 


Reference to how your company 
procedures ensure achievement 
of the Code requirements 


Fair, equal and inclusive 
workplaces  


E,D& I Policy Having company management 
procedure(s) and/or action plan 
to drive diversity and inclusion in 
your company 


Make H&S a priority  Having a written company H&S 
policy 


Having a documented H&S 
management system, ideally 
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Supplier Code of Conduct 
Criteria 


Minimum Compliance 
Requirements 


Good Practice 


externally certified to a standard 
such as ISO45001. 


Support the Circular 
Economy and provide 
energy, resource and 
waste efficient goods and 
services  


Identify our company 
environmental and sustainability 
aspects and impacts and 
measures taken to reduce these. 


Environmental / Sustainability 
Action Plan identifying clear 
priorities and goals, KPIs with 
quantitative targets, actions 
required to achieve KPIs and 
monitoring and evaluation of 
performance. 


Fair and prompt payment 
and fair and equal 
procurement by suppliers  


Having a written company 
procurement/payment 
procedure or policy 


Having a documented supplier 
management system to ensure 
policy commitments are achieved 


Review Social Mobility 
Pledge and make positive 
changes to their 
businesses to remove 
barriers to opportunities  


Commitment to Social Mobility 
Pledge, or similar 


Company written procedures, 
policies and action plan to 
support how pledge 
commitments will be achieved. 
Publication of pledge and action 
plan on website or company 
documentation. 


Monitor and report own 
carbon emissions, set 
own reduction targets / 
action plans, and engage 
own supply chain on 
carbon reduction  


Reference to acceptance of this 
requirement in PQQ and RFP 
return documentation and 
timescales and scope of when 
this will occur 


Annual publication (eg website or 
company documentation) of 
company carbon emissions 
(minimum Scope 1 and 2), 
quantitative reduction targets 
(preferably derived via science 
based methodology) extending 
appropriate duration into future 
(eg 15 years) and action plan to 
achieve reductions. 


Identify innovation 
opportunities and ideas 
to NGN  


Reference to acceptance of this 
requirement in PQQ and RFP 
return documentation 


Reference to how your company 
procedures ensure achievement 
of the Code requirements 
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