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	SOFTWARE AS A SERVICE AGREEMENT  

	PARTIES

	(1)
	NORTHERN GAS NETWORKS LIMITED (company number 05167070) whose registered office is at 1100 Century Way, Thorpe Park Business Park, Colton, Leeds, LS15 8TU (the “Customer”); and

	(2)
	 XXXXXXXXXXXXXXXXXXXXXXX (Company Number) whose registered office is at XXXXXXXXXXXXX (the “Service Provider”).



THIS AGREEMENT PROVIDES THAT:
1 definitions and interpretation

1.1 In this Agreement, the defined words and expressions as set out in Paragraph 1 of Schedule 1 shall apply.

1.2 This Agreement shall be interpreted in accordance with the rules of interpretation as set out in Paragraph 2 of Schedule 1.

2 term and CONSIDERATION 
2.1 This Agreement shall come into force on the date that it has been signed by both Parties, and shall then run [from the service commencement date] and, subject at all times to earlier termination in accordance with its terms, shall remain in force [for a period of three (3) years.]
2.2 [The Customer may extend this Agreement at its discretion for up to two further one year periods.]
3 charges

3.1 All Charges shall be fixed for the delivery of the Services unless otherwise agreed in writing. 
3.2 All Charges are inclusive of all travel, subsistence, accommodation and other ancillary expenses which may be incurred by the Service Provider in providing the Services and the Service Provider shall not be entitled to claim any additional payment from the Customer in respect of any such expenses incurred by it, unless otherwise agreed in writing.

3.3 The Service Provider shall not be entitled to receive any additional payment for the provision of the Services other than as specified in and in accordance with this Agreement.

3.4 Any amount which is properly invoiced (in accordance with Clause 3.5) by one party to the other party under the terms of this Agreement shall be paid by that other party within thirty days of receipt by bank transfer into a single bank account located in the United Kingdom as nominated from time to time by the party receiving payment.
3.5 All Charges and any other amounts which may become payable by one party to the other under the terms of this Agreement are exclusive of VAT which (subject to the receipt of a valid VAT invoice) shall be payable in addition by the party making payment at the rate from time to time in force.

3.6 If either party fails to pay to the other party any undisputed amount as it falls due under the terms of this Agreement then, the party due to receive that payment shall be entitled to charge interest on the overdue amount from the due date to the date of actual payment, after as well as before any judgment, at the rate of 2% per annum above the base lending rate from time to time of Barclays Bank Plc. Any such interest shall accrue on a daily basis.

3.7 Without prejudice to any other right or remedy it may have, the Customer shall be entitled to set off any undisputed amount owing at any time to it by the Service Provider under this Agreement against any undisputed amount payable by the Customer to the Service Provider under this Agreement. 
3.8 Unless otherwise agreed between the Parties, the Customer will issue all finance purchase orders using the Customer’s online procurement solution (the “SAP Ariba Network Portal”). The Service Provider must process all transactional documents (including invoices) via the SAP Ariba Network Portal and consequently the Service Provider will need to register/access the SAP Ariba Network Portal.

4 service standards

4.1 The Service Provider warrants and represents that it will discharge its obligations under this Agreement and shall provide the Services:
(a) using reasonable skill, care, and diligence;

(b) utilising suitably skilled, qualified, experienced and supervised employees, agents, representatives and authorised sub-contractors who will exercise all reasonable skill and care;

(c) in accordance with all applicable laws, regulations, statutes, statutory instruments and codes of practice applicable to a provider of IS services in relation to the performance of the Services acting in accordance with Good Industry Practice;

(d) in accordance with all health & safety rules, regulations, policies or procedures  and/or any security or site rules, regulations, policies or procedures of the Customer whilst present on a Customer site which are notified to the Service Provider from time to time. The Service Provider shall immediately inform the Customer should it become aware of any health or safety hazard, issue or incident which arises or occurs in connection with the provision of any Services;

(e) in an efficient, professional and workmanlike manner and in accordance with Good Industry Practice;

(f) so not to cause any interference with any computer network and / or system used by the Customer nor to cause any other interference at any premises of the Customer, except only to the extent as agreed in advance in writing by the Customer; 

(g) so as to ensure that the functionality of the Services when delivered is compatible with the operating parameters and requirements of any computer network and /  or system used by the Customer; 
(h) in accordance with the terms and requirements of all licenses, permits and consents which the Service Provider must hold in order to lawfully provide any Services or conduct its business;

(i) in accordance with the terms and requirements of any other relevant certifications or registrations held by the Service Provider; 

(j) in accordance with the Service Provider’s own established internal policies and procedures (to the extent that those do not conflict or contradict with the requirements of this Agreement; and 

(k) so as to ensure that the Services when delivered meet the specification set out in Schedule 5.
5 service failures

5.1 Without prejudice to any other specific obligations of the Service Provider, in the event that the Service Provider fails to provide the Services in accordance with all applicable provisions of this Agreement then, without prejudice to any other rights or remedies available to the Customer under this Agreement, the Service Provider shall without charge to the Customer:

(a) use  reasonable endeavours to mitigate any impact of that failure on the Customer and its business; and

(b) make the necessary improvements in the shortest practicable time reasonably possible (and as a minimum, in accordance with any applicable service level agreed in writing with the Customer) to remedy that failure.

6 time of performance

6.1 Each party shall comply with their respective obligations under this Agreement in accordance with any specific timescales or service levels as set out in this Agreement or, where no specific timescale or service level is set out, within a reasonable time period.

7 co-operation with the customer and other service providers

7.1 In the event that either party becomes aware that a change to any system or service (whether within or outside of the scope of this Agreement) has or is likely to have an impact on the ability of the Service Provider to provide any Services to the Customer in accordance with the requirements of this Agreement then, the party who becomes aware of that change shall as soon as reasonably possible inform the other party of that. The parties shall then discuss the most appropriate way to deal with the impact of that change and, any consequent change to this Agreement required as a result of those discussions shall be processed in accordance with the Change Control Procedure.

7.2 The Service Provider shall provide to the Customer and the Customer’s other suppliers and contractors such information and assistance as the Customer may reasonably request from time to time to assist in the co-ordinated delivery of services to the Customer across its entire supplier estate. The Customer acknowledges and agrees that any such information provided by the Service Provider under this Clause 7.2 shall constitute Confidential Information of the Service Provider which is subject to the provisions of Clause 21.
7.3 The Customer shall procure that any of its third party suppliers and contractors shall provide such information and assistance to the Service Provider within a reasonable time period as the Service Provider may reasonably request from time to time to enable the Service Provider to discharge its obligations under this Agreement. The obligation of the Customer under this Clause 7.3 shall not however, extend to requiring the Customer to procure the provision of any information and assistance which the Service Provider is itself required to provide pursuant to the terms of this Agreement.
8 Access to customer DATA 

8.1 The Customer shall provide the Service Provider with such access to the Customer Data, any computer network or system used by the Customer and any premises of the Customer as the Service Provider may reasonably request from time to time to enable it to perform the Services (including where necessary, access outside of Business Hours). Where the Service Provider is granted any such access then, without prejudice to Clause 4, it shall comply with all policies and procedures of the Customer concerning that access as notified to the Service Provider by the Customer.

8.2 The Service Provider shall be liable for any loss of or damage to any Customer Data and/or to any computer network or system used by the Customer which is caused by the Service Provider’s failure to adhere to the policies as referred to in clause 8.1 or by any other negligent acts or omissions of any employees, agents or sub-contractors of the Service Provider who have been granted access to the same.

9 other obligations 

9.1
The Service Provider warrants and represents that: 

(a) it shall comply with the terms of Schedule 7 (Corporate Criminal Offences); and

(b) it shall maintain and enforce an anti-drugs and alcohol misuse policy (which shall be no less onerous than the Customer’s notified policy) and shall ensure that any of the Service Provider Team who fail a test under such policy are immediately removed from the provision of the Services.

10 Information Security 
10.1 The Service Provider shall comply with the terms of Schedule 9 (Cyber Security).

11 improvements and innovation

11.1 The Service Provider shall monitor developments and improvements in technology and business processes of potential interest and applicability to the Customer and shall meet as agreed with the Customer to formally brief it on such developments and improvements. Such briefing shall include the results of an assessment by the Service Provider of the business impact, performance, improvements and/or costs savings which may be enjoyed by the Customer if the developments or improvements in question were to be implemented. 

12 security, data protection and environmental information regulations
12.1 The Customer shall own all intellectual property rights, title and interest in and to all of the Customer Data.

12.2 The Service Provider shall carry out its express obligations set out in this Agreement in order to protect the security of: 

(a) any Customer Data;

(b) any of the Services; and/or

(c) any systems or other infrastructure of the Customer, its clients, servants, agents or subcontractors (including, any information or data stored thereon) to which the Service Provider has access.

12.3 The Service Provider shall at all times maintain in place on all of its systems and infrastructure up to date and virus protection and firewalls in accordance with Good Industry Practice.

12.4 Both Parties will comply with all applicable requirements of the Data Protection Laws. This clause is in addition to, and does not relieve, remove or replace, a party's obligations under the Data Protection Laws.

12.5 The Parties acknowledge that for the purposes of the Data Protection Laws, the Customer is the Data Controller and the Service Provider is the Data Processor (where Data Controller and Data Processor have the meanings as defined in the Data Protection Laws). 

12.6 Without prejudice to the generality of clause 12.4, the Service Provider shall, in relation to any Personal Data processed in connection with the performance by the Service Provider of its obligations under this Agreement (further details of which are set out in Schedule 8):

(a) process that Personal Data only in accordance with, and to the extent of, the written instructions of the Customer and in accordance with this Agreement and shall not process the Personal Data for any other purpose. The Service Provider will keep a record of any processing of personal data it carries out on behalf of the Customer;
(b) promptly comply with any request from the Customer requiring the Service Provider to amend, transfer or delete the Personal Data;
(c) provide, at the Customer’s request, a copy of all Personal Data held by it in connection with this Agreement in the format and on the media reasonably specified by the Customer;

(d) ensure that it has in place all appropriate technical and organisational measures to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it); 

(e) ensure that all personnel who have access to and/or process Personal Data (of which such access shall be limited to those employees who need access to the Personal Data to meet the Service Provider’s obligations under this Agreement) are: obliged to keep the Personal Data confidential; reliable; have undertaken training in the laws relating to the handling of Personal Data; and are aware of each Party’s duties and their personal duties under Data Protection Laws and this Agreement;
(f) not transfer any Personal Data outside of the European Economic Area unless the prior written consent of the Customer has been obtained and the following conditions are fulfilled:
(i) 
the Service Provider has provided appropriate safeguards in relation to the transfer (including but not limited to using the EU standard contractual clauses or binding corporate rules);
(ii)
the Data Subject has enforceable rights and effective legal remedies;
(iii) 
the Service Provider complies with its obligations under the Data Protection Laws by providing an adequate level of protection to any Personal Data that is transferred; and
(iv) 
the Service Provider complies with the reasonable instructions notified to it in advance by the Customer with respect to the processing of the Personal Data;
(g) assist the Customer in responding to any request from a Data Subject in respect of this Agreement (and shall forthwith forward to the Customer any such requests it receives) and in ensuring compliance with its obligations under the Data Protection Laws with respect to security, breach notifications, impact assessments and consultations with supervisory authorities or regulators. Furthermore, if the Service Provider receives any complaint, notice or communication which relates directly or indirectly to the processing of the Personal Data under this Agreement it shall immediately notify the Customer and it shall provide the Customer with full co-operation and assistance in relation to any such complaint, notice or communication;

(h) notify the Customer without undue delay on becoming aware of a Personal Data breach, any unauthorised or unlawful processing, loss of, damage to or destruction of the Personal Data and take all necessary corrective action at the Service Provider’s cost; 

(i) at the written direction of the Customer, delete or return Personal Data and copies thereof to the Customer on termination of the Agreement unless required by applicable law to store the Personal Data; 

(j) maintain complete and accurate records and information to demonstrate its compliance with this clause and allow for the Customer or its designated auditor(s) to inspect/audit all facilities, equipment, documents and electronic data relating to the processing of Personal Data by the Service Provider under this Agreement; and

(k) not do or omit to do anything which causes the Customer to breach any Data Protection Laws or contravene the terms of any registration, notification or authorisation under any Data Protection Laws of the Customer. 

12.7 The Service Provider shall not appoint any third party processor of Personal Data under this Agreement without the Customer’s prior written agreement. Any such consent given will be on the condition that the Service Provider confirms that it has entered into or (as the case may be) will enter into a written agreement with the third-party processor incorporating terms which are substantially similar to those set out in this clause. As between the Customer and the Service Provider, the Service Provider shall remain fully liable for all acts or omissions of any third-party processor appointed by it with the Customer’s agreement pursuant to this clause.
12.8 The Service Provider will indemnify, defend and hold harmless the Customer and its respective directors, officers, agents, successors and assigns from any and all losses that they may suffer or incur arising from or in connection with any breach by the Service Provider and/or Service Provider Team of the obligations set out in this clause 12.
12.9 The Service Provider acknowledges that the Customer is subject to the requirements of the EIRs. The Service Provider shall:

(l) provide all necessary assistance and cooperation as reasonably requested by the Customer to enable the Customer to comply with its obligations under the EIRs;

(m) transfer to the Customer all Requests for Information relating to this Agreement that it receives as soon as practicable and in any event within 2 Business Days of receipt;

(n) provide the Customer with a copy of all information belonging to the Customer requested in the Request For Information which is in its possession or control in the form that the Customer requires within 5 Business Days (or such other period as the Customer may reasonably specify) of the Customer’s request for such information; and

(o) not respond directly to a Request For Information unless authorised in writing to do so by the Customer.

12.10 The Service Provider acknowledges that the Customer may be required under the EIRs to disclose information (including Confidential Information) without consulting or obtaining consent from the Service Provider. The Customer shall take reasonable steps to notify the Service Provider of a Request For Information to the extent that it is permissible and reasonably practical for it to do so but (notwithstanding any other provision in this Agreement) the Customer shall be responsible for determining in its absolute discretion whether any Confidential Information and/or any other information is exempt from disclosure in accordance with the EIRs.

13 rights of inspection and audit

13.1 Without prejudice to any specific obligations of the Service Provider set out in this Agreement concerning the keeping of records and reporting, the Service Provider shall during the Term and for a period of at least seven (7) years thereafter:

(a) keep full, accurate and up to date books of account, records and supporting documents and materials relating to the supply of the Services by the Service Provider to the Customer and the recovery of the Charges by the Service Provider from the Customer. Such records shall include as a minimum:

(i) those required to enable the Service Provider to comply with its obligations under this Agreement; and

(ii) those required to enable the Customer to monitor the compliance by the Service Provider with its obligations under this Agreement. 
(b) keep full, accurate and up to date records of all incidents relating to health, safety and/or security which occur during the Term.

13.2 The Service Provider shall on reasonable notice: 

(a) provide to the Customer on request copies of any of the records maintained by the Service Provider under Clause 13.1; and/or

(b) allow the Customer and/or its authorised representatives (provided that the Customer shall remain responsible for its authorised representatives’ compliance with the confidentiality provision in this Agreement) to inspect on request on reasonable notice any of the records maintained by the Service Provider under Clause 13.1 and take copies of the same.

13.3 In the event of the Customer exercising its right to carry out any inspection under Clause 13.2(b) (which the Customer shall exercise reasonably) then the Service Provider shall provide such reasonable support, information, co-operation and assistance as the Customer may reasonably request including, making available a single point of contact for the Customer and/or its authorised representative who shall be responsible for scheduling and co-ordinating the activities required to be undertaken by the Service Provider in support of the inspection in question.

13.4 In addition to those specific reports which the Service Provider may be required to provide to the Customer under the terms of this Agreement, the Customer shall be entitled from time to time to request that the Service Provider provide it with other reports relating to this Agreement. Where the Service Provider is able to produce any such requested reports from the records already maintained by it without using significant additional effort then the requested reports shall be provided by the Service Provider without additional charge. Where it would be necessary for the Service Provider to expend significant additional effort in order to produce the requested reports, the Customer’s request shall be subject to written agreement being reached by the parties as to the reasonable additional costs of the Service Provider which should be paid by the Customer for the provision of the additional reports requested by it.

13.5 The Service Provider shall comply with the European Investment Bank’s requirements as set out in Schedule 6.

13.6 The exercise or non-exercise by the Customer of any of its rights of audit and inspection under this Clause 13 shall be without prejudice to the obligation of the Service Provider to provide the Services in accordance with the terms of this Agreement. In particular, the failure by the Customer to identify during the course of any inspection or audit (or as a result of not carrying out any inspection or audit) any breach by the Service Provider of the terms or conditions of this Agreement shall not be construed as a waiver by the Customer of any of it rights or remedies in respect of the breach in question.

14 termination

14.1 The Customer shall be entitled  to terminate this Agreement  immediately by service of notice in writing on the Service Provider: 

(a) if the Service Provider commits a material breach of any of its obligations under this Agreement  which is not capable of remedy;

(b) if the Service Provider commits a material breach of any of its obligations under this Agreement  which is capable of remedy but which it fails to remedy within thirty days of receipt of written notice from the Customer requiring that material breach to be remedied; 

(c) if the Service Provider commits any series of breaches of any of its obligations under this Agreement  (whether related or not) which individually, would not constitute a material breach of this Agreement  but when taken as a whole, could reasonably be considered to constitute a material breach of this Agreement , and which the Service Provider fails to remedy within 30 days of receipt of written notice from the Customer requiring those breaches to be remedied;  
(d) if the Service Provider suffers an Insolvency Event; and/or
(e) if the Service Provider fails to provide all or a substantial part of any of any Services in accordance with the requirements of this Agreement  for a period of thirty or more consecutive days or for an aggregate period in any calendar year of thirty or more days due to an event of Force Majeure.
14.2 The Customer shall be entitled (at its discretion) to terminate this Agreement for convenience at any time by serving not less than three months written notice of termination on the Service Provider.
14.3 The Service Provider shall be entitled to terminate this Agreement immediately by service of notice in writing on the Customer:

(a) if the Customer commits a material breach of any of its obligations under this Agreement  which is not capable of remedy;

(b) if the Customer commits a material breach of any of its obligations under this Agreement which is capable of remedy but which it fails to remedy within 30 days of notification; 
(c) if the Customer from time to time, suffers an Insolvency Event;

(d) if the Customer is unable to fulfil all or a substantial part of its obligations under the Agreement for a period of thirty or more consecutive days or for an aggregate period in any calendar year of thirty or more days due to an event of Force Majeure.
15 post termination

15.1 Save for payment for work completed by the Service Provider up until the point of termination, no compensation or other amount shall be payable by the Customer to the Service Provider in the event that this Agreement is terminated by the Customer in accordance with the terms of this Agreement.

15.2 Expiry or termination of this Agreement shall not affect the continuing in force or coming into force of any provision of this Agreement which, whether expressly or by implication, is to survive expiry or termination.    

16 force majeure

16.1 Subject to the other provisions of this Clause 16, no party (the “Affected Party”) shall be liable to the other party for any breach by the Affected Party of any of its obligations under this Agreement due to an event of Force Majeure.

16.2 The Affected Party shall only be entitled to claim relief under Clause 16.1 if: 

(a) in the case of an event of Force Majeure the occurrence of which was reasonably foreseeable by the Affected Party it:

(i) informed the other party as soon as reasonably possible of the risk that that event of Force Majeure might occur; 

(ii) used all reasonable endeavours to avoid or minimise in advance the potential affects of that anticipated event of Force Majeure prior to its occurrence; 

(iii) informed the other party as soon as reasonably possible that the event of Force Majeure foreseen had occurred; and

(iv) following the occurrence of that event of Force Majeure uses all reasonable endeavours to recommence the performance of its obligations in accordance with the requirements of this Agreement as soon as possible and keeps the other party informed as to progress and the estimated dates on which the Affected Party will be able to recommence full performance of its obligations under this Agreement.

(b) in the case of an event of Force Majeure the occurrence of which was not reasonably foreseeable by the Affected Party it:

(i) informed the other party as soon as reasonably possible that an event of Force Majeure had occurred; and

(ii) uses all reasonable endeavours to recommence the performance of its obligations in accordance with the requirements of this Agreement as soon as possible and keeps the other party informed as to progress and the estimated dates on which the Affected Party will be able to recommence full performance of its obligations under this Agreement.

16.3 For so long as the Service Provider is unable to provide and/or is delayed in providing any Services to the Customer in accordance with the requirements of this Agreement due to an event of Force Majeure, the Charges shall be subject to a pro-rata reduction so that the Customer is not required to pay for any Services which are not performed; incorrectly performed; and/or delayed due to that event of Force Majeure.

16.4 For so long as the Customer is unable to comply with and/or is delayed in complying with any of its obligations in accordance with the requirements of this Agreement due to an event of Force Majeure then the Service Provider shall use all reasonable endeavours to minimise the impact of that inability or delay on the provision of the Services. 

16.5 For the avoidance of doubt, the occurrence of an event of Force Majeure affecting the Service Provider shall not prevent the Customer from exercising the rights of termination (if applicable) granted to the Customer under Clauses 14.1.

17 liability and indemnities

17.1 Neither party seeks in any manner to limit or exclude its liability for:

(a) death or personal injury caused by its negligence;

(b) fraudulent misrepresentation;

(c) any breach by it of the obligations imposed or implied by Section 12 of the Sale of Goods Act 1979;

(d) any breach by it of the obligations imposed or implied by Section 2 of the Supply of Goods and Services Act 1982; and/or

(e) any other type of liability which cannot by law be excluded or limited.

Each provision of this Agreement shall be read as subject to this Clause 17.1 and, no provision of this Agreement shall be interpreted as seeking to limit or exclude any of the foregoing types of liability.

17.2 Save for the Customer’s increased costs of working arising out of a breach of the Agreement by the Service Provider (which shall be recoverable) neither party shall be liable to the other party for any indirect or consequential loss. 

17.3 The scope of direct loss that the Customer may recover under this Agreement will expressly include, but not be limited to, the following types of loss, reflecting the kinds of loss to the extent actually incurred or suffered by the Customer as a result of the Service Provider breaching the terms of this Agreement: 
(a) the costs of reconstituting any data from the last available backup copy of such data, where such data has been lost, destroyed or corrupted to the extent that the Service Provider has breached its obligations as set out in this Agreement;

(b) the costs of external consultancy and internal customer management, together with all costs associated therewith, necessarily and reasonably incurred to remedy any default by the Service Provider; 
(c) the costs reasonably incurred by the Customer in obtaining suitable equipment, software and/or substitute services, together with all reasonably incurred costs associated therewith to remedy any default by the Service Provider. 
17.4 Subject to clauses 17.1 and 17.2, the liability of the Customer under this Agreement shall be limited in aggregate to the Charges payable.
18 insurance requirements

18.1 The Service Provider shall take out and maintain from the Commencement Date until termination or expiry of the Agreement in full force and effect in respect of its activities under this Agreement ,full and effective insurance covering:

(a) employer's liability in a sum of not less than five million pounds per occurrence; and
(b) professional indemnity insurance in a sum of not less than five million pounds per occurrence.
18.2 Any insurance required to be effected by the Service Provider under Clause 18.1 shall be placed with an insurer of good repute. The Service Provider shall provide to the Customer upon request details of all insurance policies/cover notes (which may take the form of a satisfactory confirmatory letter from the Service Provider’s insurance broker addressed to the Customer) maintained by it in connection with its obligations under Clause 18.1 together with evidence reasonably satisfactory to the Customer that all premiums have been paid and that policy coverage is up to date. 
18.3 In the event of any claim being made against any of the insurances maintained by the Service Provider under Clause 18.1, the Service Provider shall be solely responsible for the payment of any excess, deductible or other similar payments which may become due in respect of the claim in question.

18.4 The levels of insurance required to be maintained by the Service Provider under Clause 18.1 are minimum requirements and shall not be deemed in any way to constitute any limitation or exclusion on the liability of the Service Provider under this Agreement.

19 NOT USED 
20 PROPRIETARY RIGHTS AND INTELLECTUAL PROPERTY RIGHTS INDEMNITY
20.1 The Service Provider hereby grants to the Customer a non-exclusive, non-transferable right (save for the right to sub licence to its operating subsidiary, Northern Gas Networks Operations Limited) to permit its authorised users to use the Services during the Term for the Customer's internal business operations.

20.2 The Customer acknowledges and agrees that the Service Provider and/or its licensors own all intellectual property rights in the Services. Except as expressly stated herein, this Agreement does not grant the Customer any rights to, or in, patents, copyright, database right, trade secrets, trade names, trade marks (whether registered or unregistered), or any other rights or licences in respect of the Services.
20.3 The Service Provider warrants that it has all the rights in relation to the Services that are necessary to grant all the rights it purports to grant under, and in accordance with, the terms of this Agreement. 
20.4 The Service Provider shall defend and hold harmless the Customer, its Associates, its officers, directors and employees against claims, actions, proceedings, losses, damages, expenses and costs (including without limitation court costs and reasonable legal fees) arising out of in connection with any claim that the Services infringe any patent, copyright, trade mark, database right or right of confidentiality, provided that:

(a) the Service Provider is given prompt notice of any such claim;

(b) the Customer provides reasonable co-operation to the Service Provider in the defence and settlement of such claim, at the Service Provider’s expense; and

(c) the Service Provider is given sole authority to defend or settle the claim.

20.5 In the defence or settlement of any claim referred to in clause 20.3, the Service Provider may, at the Customer’s election, procure the right for the Customer to continue using the Services, replace or modify the Services so that they become non-infringing or, if such remedies are not reasonably available, the Customer may terminate this Agreement with immediate effect. 
20.6 In no event shall the Service Provider, its employees, agents and sub-contractors be liable to the Customer to the extent that the alleged infringement is based on:

(a) a modification of the Services by anyone other than the Service Provider; or

(b) the Customer's use of the Services in a manner contrary to the written instructions given to the Customer in advance by the Service Provider; or

(c) the Customer's use of the Services after notice of the alleged or actual infringement from the Service Provider.
21 confidentiality
21.1 At all times during the Term and thereafter for a period of 5 years each party shall use the same care and discretion as it would with its own confidential information to prevent the disclosure of any Confidential Information of the other party disclosed to it.  Each party undertakes not to disclose the Confidential Information of the other party to any third party other than to its responsible officers, employees, agents, professional advisors, authorised sub-contractors, any Associate and/or other service providers who have bona fide need to know the same for the purposes of allowing the relevant party to comply with its obligations under this Agreement and, in the case of the Customer, to enable the Customer to receive and make use of the Services. Each party shall ensure that any third party to whom it may disclose the Confidential Information of the other party to under this Clause 21.1 complies with the terms of this Clause 21 as if it were a direct signatory to it.

21.2 The obligations of confidentiality under Clause 21.1 shall not apply to any Confidential Information or other material of a disclosing party which the recipient party:

(a) can prove was already known to it prior to its receipt from the disclosing party or can prove was developed by the recipient party independently of its obligations under this Agreement;

(b) can prove was subsequently disclosed to it lawfully by a third party who lawfully obtained the same and who was not bound by any obligation of confidence in respect thereof to the disclosing party; 
(c) can prove was in the public domain at the time of receipt by it or has subsequently entered into the public domain other than by reason of any breach of this Clause 21 by the recipient party; and/or
(d) is required to disclose pursuant to any order of any court of competent jurisdiction and/or to any regulatory body (including but not limited to the Information Commissioner’s Office in the case of the Customer pursuant to the EIRs) or authority with remit over the recipient party.  

21.3 Upon termination or expiry of this Agreement, the Service Provider shall return all Confidential Information of the Customer disclosed in connection with this Agreement to the Customer or, at the option of the Customer, shall destroy or permanently delete (as applicable) that Confidential Information and confirm in writing to the Customer that it has done so. The obligation of the Service Provider to return Confidential Information pursuant to this Clause 21.3 shall not apply solely to the extent that it is reasonably necessary for the Service Provider to retain any Confidential information of the Customer after termination or expiry of this Agreement in order to comply with any post-termination or expiry obligations.
21.4 The Customer acknowledges that details of the Services, and the results of any performance tests of the Services, constitute the Service Provider’s Confidential Information.
21.5 The Service Provider acknowledges that the Customer Data constitutes the Customer’s Confidential Information. 
22 dispute resolution 

22.1 In the event of any dispute arising between the parties then they shall endeavour to resolve that dispute in accordance with the Dispute Resolution Procedure.

23 variations

23.1 7No variation of this Agreement shall be valid unless it is in writing and signed by, or on behalf of, each of the parties. The Change Control Procedure shall be followed in respect of Changes. 
24 assignment and sub-contracting

24.1 The Service Provider shall not, without the prior written consent of the Customer, assign, transfer, charge, mortgage, subcontract the performance of or deal in any other manner with all or any of its rights or obligations under this Agreement. 

24.2 Save only as may be specifically agreed to otherwise in writing by the Customer from time to time, the giving of any consent by the Customer to any arrangement as referred to in Clause 24.1 shall not relieve the Service Provider of its obligations to the Customer under this Agreement and, the Service Provider shall remain primarily liable for the acts or omissions of any third party to whom the Service Provider may transfer, charge, mortgage, subcontract the performance of or deal in any other manner with its rights or obligations under this Agreement as if those were the acts or omissions of the Service Provider itself.
24.3 The Customer may at any time charge, mortgage, subcontract the performance of or deal in any other manner with all or any of its rights or obligations under this Agreement without the prior consent of the Service Provider.  
25 capacity to enter into this agreement

25.1 Each party warrants and represents to the other that:

(a) it has full capacity and authority to enter into this Agreement and that it has obtained and will maintain for as long as it remains liable to comply with any obligations under this Agreement , all licences, permits and consents necessary to allow it to enter into this Agreement and to perform its obligations under this Agreement ; and

(b) this Agreement is executed by a duly authorised representative with full authority to enter into this Agreement on its behalf.

25.2 This Agreement is binding on each party and its successors and permitted assignees.

26 costs and expenses

26.1 Each party shall pay its own costs and expenses in connection with the negotiation, preparation and execution of this Agreement.
27 FURTHER assurance

27.1 Each party shall from time to time (both during the Term and thereafter) do all such acts and execute all such documents as may be reasonably necessary in order to give full effect to the provisions of this Agreement.  

28 counterparts

28.1 This Agreement may be executed in any number of counterparts and by the parties on separate counterparts (which may be facsimile or scanned copies), but shall not take effect until each party has executed at least one counterpart and exchanged it with the other. Each counterpart shall constitute an original of this Agreement but all counterparts together shall constitute a single agreement.

29 notices

29.1 Any notice required to be given one party to the other under this Agreement shall be: 

(a) in writing in English;  

(b) signed by or on behalf of the party giving it; and

(c) sent marked for the attention of the person at the other party, at the address or fax number specified for that other party in Clause 29.3 (or to such other address, fax number or person as that other party may notify from time to time in accordance with this Clause 29).

29.2 Any notice required to be given by one party to the other under this Agreement must be:


(a) delivered personally; 

(b) sent by commercial courier; 

(c) sent by fax; 

(d) sent by pre-paid first-class post or recorded delivery; or

(e) sent by airmail requiring signature on delivery.

Whilst the parties may make operational communications concerning this Agreement by electronic mail, formal notice may not be served via electronic mail.

29.3 The names, addresses and fax numbers for each of the parties for service of a notice are as follows:

The Customer


Address:
1100 Century Way, Thorpe Park Business Park, Colton, Leeds, LS15 8TU. 

For the attention of:
Legal Director and Company Secretary.

Fax number:

0113 397 5301

The Service Provider

Address:

 Same as set out in the Parties clause
For the attention of: 
Managing Director 
29.4 If a notice has been properly sent in accordance with this Clause 29, it will be deemed to have been received by the relevant party:  

(a) if delivered personally, at the time of delivery; 

(b) if delivered by commercial courier, at the time of signature of the courier's receipt;  

(c) if sent by fax, at the time successful transmission is confirmed; 

(d) if sent by pre-paid first-class post or recorded delivery, at 08.30 on the second Business Day after posting; or

(e) if sent by airmail, at 08.30 five Business Days from the date of posting.

29.5 For the purposes of this Clause 29:

(a) notwithstanding Paragraph 2.1(e) of Schedule 1, all times are to be read as local time in the place of receipt; and

(b) if deemed receipt under Clause 29.4 would occur outside of Business Hours,  the notice in question shall instead be deemed to have been received at the start of Business Hours on the next Business Day.

29.6 To prove delivery of any notice under this Clause 29, it shall be sufficient for the party sending a notice to prove that:

(a) if delivered personally, the notice was left at the address of the other party as referred to in Clause 29.1(c);

(b) if sent by commercial courier, pre-paid first-class post, recorded delivery or airmail, the envelope containing the notice was properly addressed to the other party in accordance with the requirements of Clause 29.1(c) and entrusted to the applicable commercial courier, the Royal Mail or any other applicable postal service (as relevant) for delivery; or
(c) if sent by fax, the notice was transmitted by fax to the fax number of the other party as referred to in Clause 29.1(c) with successful confirmation of transmission having been issued by the transmitting machine. 

29.7 The provisions of this Clause 29 2shall not apply to the service of any process in any legal action or proceedings.  

30 relationship between the parties

30.1 Nothing in this Agreement shall constitute or be deemed to constitute a partnership or other form of joint venture between the parties or constitute or be deemed to constitute that any of the parties is the agent or employee of the other party for any purpose whatsoever.

31 rights of third parties

31.1 Save for the Customer’s wholly owned subsidiary, Northern Gas Networks Operations Limited, a person who is not a party to this Agreement has no rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement but this does not affect any right or remedy of a third party which exists or is available apart from under that Act. 
32 waiver

32.1 Failure to exercise, or any delay in exercising, any right or remedy provided under this Agreement and/or by law shall not constitute a waiver of that (or any other) right or remedy, nor shall it preclude or restrict any further exercise of that (or any other) right or remedy. 

32.2 No single or partial exercise of any right or remedy provided under this Agreement, and/or by law shall preclude or restrict the further exercise of that right or remedy.

32.3 A waiver (which may be given subject to conditions) of any right or remedy provided under this Agreement, and/or by law shall only be effective if it is in writing. It shall apply only to the party to whom it is addressed and for the specific circumstances for which it is given. It shall not prevent the party who has given that waiver from subsequently relying on the right or remedy in question in other circumstances.

32.4 A party that waives a right or remedy provided for under this Agreement, and/or by law in relation to another party, or takes or fails to take any action against that party, does not affect its rights in relation to any other party.

32.5 Unless specifically provided otherwise, rights arising under this Agreement are cumulative and the exercise of any right under this Agreement does not exclude the exercise of any other rights provided for under this Agreement, and/or by law.

33 severance

33.1 If any provision of this Agreement (or any part of any such provision) is found by any court or other authority of competent jurisdiction to be invalid, illegal or unenforceable, that provision or part-provision shall, to the extent required, be deemed not to form part of this Agreement, and the validity and enforceability of the other provisions of this Agreement shall not be affected.

33.2 If a provision of this Agreement (or any part of any such provision) is found to be illegal, invalid or unenforceable, the parties shall negotiate in good faith to amend such provision such that, as amended, it is legal, valid and enforceable, and, to the greatest extent possible, achieves the original commercial intention of the parties.

34 entire agreement

34.1 This Agreement constitutes the whole agreement between the parties and supersedes any previous arrangement, understanding or agreement between them relating to the subject matter of this Agreement. 

34.2 Each party acknowledges that in entering into this Agreement, it does not rely on any statement, representation, assurance or warranty of any person (whether a party to this Agreement or not) other than as expressly set out in this Agreement.  
35 governing law and jurisdiction
35.1 This Agreement, and/or any dispute or claim arising out of or in connection with this Agreement, shall be governed by, and construed in accordance with, the law of England and Wales.

35.2 Subject to Clause 22, the parties irrevocably agree that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim that arises out of or in connection with this Agreement. 

SCHEDULE 1
1 definitions

1.1 In this Agreement, the following words and expressions shall have the following meanings:

(a) “Affected Party” shall have the meaning as set out in Clause 16.1. 
(b) “Associate” means, with regards to a party:

(i) any Holding Company of that party; any Subsidiary of that party; and, any Subsidiaries of any Holding Company of that party; and/or

(ii) any entity (including, in the case of a corporate entity, any Subsidiary or Holding company of that corporate entity) holding or being able to control at least 50% of the voting rights attaching to the issued ordinary share capital of that party.
(c) “Business Day” means any day which is not a Saturday, Sunday or bank or other public holiday in England and Wales.

(d) “Business Hours” means between 08:30 to 17:00 on Business Days.

(e) “CEDR” means the Centre for Effective Dispute Resolution of 70 Fleet Street, London, EC4Y 1EU.
(f) “Change” means any change to the terms of this Agreement or to the provision of the Services which either party considers necessary or desirable.

(g) “Change Request” means a written request for a Change issued by one party to the other.

(h) “Change Control Procedure” means the procedure for dealing with the implementation of Changes and Change Requests as set out in Schedule 4.
(i) “Charges” means the charges to be paid by the Customer to the Service Provider in accordance with Schedule 2 in consideration of the provision of the Services.
(j) “Commencement Date” means the date of this Agreement unless otherwise agreed.
(k) “Confidential Information” means all business and trade secrets, methods of doing business, policies and procedures, customer lists and other confidential information and material disclosed by or obtained by one party from the other in connection with this Agreement.

(l) “Customer Data” means any data (including any Personal Data relating to the staff, customers or suppliers of the Customer), documents, text, drawings, diagrams, images or sounds (together with any database made up of any of those), embodied in any medium, that are supplied to the Service Provider by or on behalf of the Customer, or which the Service Provider is required to generate, process, store or transmit pursuant to the Agreement.       
(m) Data Protection Laws means (i) any data protection legislation from time to time in force in the UK including the Data Protection Act 2018 and the Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003), any subsidiary regulations and statutory instruments and any successor legislation and (ii) the GDPR (for so long as and to the extent that the law of the European Union has legal effect in the UK) and any other directly applicable European Union regulation relating to privacy and (iii) any applicable guidance and codes of practice issued from time to time by the Information Commissioner relating to privacy.

(n)  “Data Subjects” shall have the meaning as set out in the Data Protection Laws. 
(o) “Dispute Resolution Procedure” means the procedure for seeking to resolve disputes concerning this Agreement as set out in Schedule 3.
(p) “Environmental Information Regulations (EIRs)”: the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issued by the Information Commissioner or relevant government department in relation to such regulations

(q) “Force Majeure” means fire, flood, extreme weather conditions, acts of god or acts of terrorism or any other event which is beyond the reasonable control of the affected party and which is now unknown to, and cannot reasonably be anticipated by the affected party.  For the avoidance of doubt any act or omission by any sub contractor shall not constitute Force Majeure unless such act or omission was itself necessitated by an event of Force Majeure.  In addition this definition shall not apply to the Service Provider’s business continuity obligations.  
(r) “GDPR” means the General Data Protection Regulation ((EU) 2016/679)
(s) “Good Industry Practice” means at any particular point in time the exercise of that degree of skill, care, diligence, prudence and foresight which would reasonably and ordinarily be expected of an experienced provider of services similar in nature to the Services to customers similar in nature to the Customer. 

(t) “Holding Company” shall have the meaning as set out in section 1159 of the Companies Act 2006.

(u) “Insolvency Event” means in respect (as applicable) of the Service Provider and/or any Associate of the Service Provider or the Customer:

(i) any meeting of their creditors is held or any arrangement or composition with or for the benefit of their creditors (including any voluntary arrangement as defined in the Insolvency Act 1986) is proposed or entered into by or in relation to them (other than for the purpose of a bona fide solvent re‑construction, re-organisation or amalgamation);

(ii) they cease or threaten to cease carrying on their business or is or becomes unable to pay their debts within the meaning of Section 123 of the Insolvency Act 1986;

(iii) a nominee, supervisor, receiver, administrator, administrative receiver or liquidator is appointed in respect of them or any encumbrancer takes possession of, or any distress, lien, execution or other process is levied or enforced (and is not discharged within seven days) upon, the assets of them; 

(iv) a petition is presented for the winding-up of them or a resolution for their winding up is passed; 

(v) a notice of intention to appoint an administrator is filed with the court or served on any creditor of them;

(vi) an application for an administration order is issued at court; 

(vii) a meeting is convened for the purpose of considering a resolution for the winding up of them or the making of an application for an administration order or the dissolution of them; 

(viii) they enter into Chapter 11 or other bankruptcy proceedings in the United States of America; 

(ix) any Main or Territorial proceedings are opened within the meaning of the EC Regulation on Insolvency Proceedings 2000; and/or

(x) any event analogous to any of the foregoing occurs in respect of them in any jurisdiction.

(v) “Personal Data” shall have the meaning as set out in the Data Protection Laws (and any reference in this Agreement to Personal Data shall be deemed to include a reference to Sensitive Personal Data).
(w) “Priority Changes” means a Change proposed by a party which that party, acting reasonably, has designated a priority by virtue of its potential impact if not discussed and impacted on an expedited basis on the business of either party, the ability of the parties to comply with their obligations under this Agreement. 

(x) “Process” shall have the meaning as set out in the Data Protection Laws. Expressions such as “Processed” and “Processing” shall bear a corresponding meaning.

(y) “Regulations” means the Transfer of Undertakings (Protection of Employment) Regulations 2006 as amended.
(z) “Request for Information”: a request for information or an apparent request under the EIRs.

(aa) “Senior Sponsors” means in respect of each party, a single senior representative nominated by that party from time to time who is familiar with the activities of the parties under this Agreement but not directly involved with the day to day delivery or management of operations under this Agreement.

(ab) “Sensitive Personal Data” shall have the meaning as set out in the Data Protection Laws. 
(ac) “Services” means the subscription services in respect of the online software applications provided by the Service Provider to the Customer under this Agreement via the Service Provider’s websites as notified to the Customer by the Service Provider from time to time, as more particularly described in Schedule 5.
(ad) “Subsidiary” shall have the meaning as set out in section 1159 of the Companies Act 2006.

(ae) “Technical Dispute” means a dispute or disagreement between the parties relating to activities under this Agreement which is concerned solely or primarily with technical matters pertaining to the delivery of the Services (as opposed to being related to the interpretation of this Agreement or the legal enforceability of any term of this Agreement) and which would therefore be resolved most expediently by reference to an expert on the Services. Where the parties are unable to agree upon whether a particular dispute or disagreement is a Technical Dispute then that dispute or disagreement shall be deemed not to be a Technical Dispute.
(af) “Term” means the term of this Agreement as detailed in Clause 2.

2 interpretation

2.1 In this Agreement:

(a) words denoting the singular include the plural and vice versa;

(b) words denoting any gender include all other genders;

(c) any reference to a “person” includes individuals, bodies corporate, companies, partnerships, unincorporated associations, firms, trusts and all other legal and commercial entities;

(d) any reference to a party includes a reference, if applicable, to the successors and/or permitted assignees of that party;

(e) all references to a time are to the local time in London and unless otherwise provided for, are stated using the 24 hour clock;

(f) any reference to a statute, statutory provision or subordinate legislation shall be construed as referring to that statute, statutory provision or subordinate legislation as amended, modified, consolidated, re-enacted or replaced and in force from time to time, whether before or after the Commencement Date and shall also be construed as referring to any previous statute, statutory provision or subordinate legislation amended, modified, consolidated, re-enacted or replaced by such statute, statutory provision or subordinate legislation;

(g) any reference to a statutory provision shall be construed as including references to all statutory instruments, orders, regulations or other subordinate legislation made pursuant to that statutory provision;

(h) the Schedules to this Agreement shall for all purposes form part of this Agreement; 

(i) clause and schedule headings and tables of contents are included for convenience only and shall not affect the  interpretation of this Agreement; 

(j) unless otherwise stated, any reference to a Clause or Schedule is to the relevant clause or schedule of this Agreement and any reference to a Paragraph is to the relevant paragraph of the applicable Schedule;

(k) any phrase introduced by the terms "including", "include", "in particular" or any similar expression shall be construed as illustrative and shall not limit the sense of the words preceding or following those terms; 

(l) references to any English statutory provision or English legal term for any action, remedy, method of judicial proceeding, document, legal status, court, official or any other legal concept or thing shall, in respect of any entity incorporated or established in any jurisdiction other than England, be deemed to refer to and include any equivalent or analogous action, remedy, method of judicial proceeding, document, legal status, court, official or other legal concept or thing or what most nearly approximates in that jurisdiction to the English statutory provision or English legal term;

(m) any reference to a document being in an “agreed form” means a written document in a form agreed by the parties and signed on the behalf of both of them by an appropriate signatory; 

(n) any statement qualified by reference to a party’s state of knowledge, belief or awareness shall be deemed to include an additional statement that it has been made after due and careful enquiry by that party; 

(o) the English language shall control. Whilst this Agreement may be translated by either party for convenience into any language other than English, the English language text shall always prevail in every eventuality; 

(p) any reference to this Agreement or any other document is a reference to this Agreement, or the applicable other document as amended, varied, supplemented, novated or replaced by the parties from time to time; 
(q) any obligation on a party not to do something includes an obligation on that party not to agree, allow, permit or acquiesce to that thing being done; and

(r) wherever in this Agreement provision is made for the giving of notice, consent, approval, certificate, authority, request or determination by any person then unless otherwise stated such notice, consent, approval, certificate, request or determination shall be in writing and shall not be unreasonably withheld or delayed and the words "notify", “consent”, "approve", "certify" “request” and "determine" shall be construed accordingly.

2.2 If there is any conflict or inconsistency between any of the terms of this Agreement and the terms of any Schedule, then such conflict or inconsistency shall be resolved according to the following order of priority (unless otherwise determined by the Customer):

(a) This Agreement; and

(b) The relevant Schedule.

Schedule 2  – CHARGES 
SCHEDULE 3

1 dispute resolution procedure

1.1 If any dispute or disagreement arises between the parties concerning matters related to this Agreement then the respective contract management teams of each party shall first seek to resolve that dispute or disagreement in good faith as soon as possible through discussion and negotiation.

1.2 If at any time during the course of any discussions or negotiation as envisaged under Paragraph 1.1 of this Schedule 3 either party acting reasonably considers that the dispute or disagreement in question is unlikely to be resolved by the parties using discussion and negotiation between their respective contract management teams then that party shall refer in writing the dispute or disagreement in question for resolution by the Senior Sponsors.

1.3 If any dispute or disagreement is not resolved within ten Business Days of any referral under Paragraph 1.2 of this Schedule 3 then at anytime thereafter, either party may require that dispute or disagreement to be resolved by expert determination in accordance with Paragraph 2 of this Schedule 3 (if the dispute or disagreement qualifies as a Technical Dispute) or in accordance with Paragraph 3 of this Schedule 3 (if the dispute or disagreement does not qualify as a Technical Dispute).

2 expert determination

2.1 Where any Technical Dispute is referred by mutual agreement between the parties for resolution by expert determination in accordance with this Paragraph 2 of this Schedule 3 then as soon as reasonably possible, the parties shall seek to agree in good faith an appropriate independent expert to whom that Technical Dispute should be referred. 

2.2 The terms of appointment for any independent expert appointed under Paragraph 2.1 of this Schedule 3 shall include:

(a) an undertaking by the parties to pay the fees of the independent expert in equal proportions unless, based on his findings, the appointed independent expert subsequently determines that it would be just and equitable for the parties to meet his fees in some other proportions;

(b) other than as provided for by Paragraph 2.2(a) of this Schedule 3, an undertaking by each party to meet its own costs of participating in the process of expert determination; 

(c) a requirement for the independent expert to be suitably qualified and experienced to consider the Technical Dispute in question and to act fairly as between the parties and in accordance with the principles of natural justice;

(d) granting appropriate authority to the appointed independent expert to make a determination which is consistent with the provisions of Paragraph 2.5 of this Schedule 3;

(e) a requirement for the independent expert to hold appropriate professional indemnity insurance;

(f) a commitment by the parties to provide the appointed independent expert with such support, assistance and information as he may require;

(g) a requirement for the appointed independent expert to take into account in his decisions best practice within the IT industry; 

(h) a requirement for the appointed independent expert to treat all documents and information provided to him as part of the expert determination process as strictly confidential and to be used solely for the purposes of that expert determination process; and

(i) a requirement for the appointed independent expert to issue a determination concerning the Technical Dispute in question within ten Business Days of the meeting as referred to in Paragraph 2.4 of this Schedule 3.

2.3 Within ten Business Days of the date of appointment of an independent expert under Paragraph 2.1 of this Schedule 3 each party shall submit to the appointed independent expert a written summary of its views on the Technical Dispute in question and the issues in question including, as far as possible, details of any statements of fact which are agreed with the other party.

2.4 As soon as reasonably possible following the submission of the written summaries of each party under Paragraph 2.3 of this Schedule 3, the parties shall arrange a meeting with the appointed independent expert to discuss their views and preferences for resolving the Technical Dispute in question.

2.5 Save in the case of fraud, manifest error and/or breach of his terms of appointment, the determination to be issued by the appointed independent expert following a meeting held pursuant to Paragraph 2.4 of this Schedule 3 shall be final and binding on the parties and the parties acknowledge and agree that they do not intend reference to any appointed independent expert to constitute an arbitration within the scope of any arbitration legislation nor to be a quasi-judicial procedure. Save only as otherwise provided for by this Paragraph 2.5 of this Schedule 3, neither party shall have the right of appeal against any determination issued by an appointed independent expert.

3 mediation

3.1 Where any non-Technical Dispute is referred for resolution in accordance with this Paragraph 3 of this Schedule 3 then, save as otherwise provided for by Paragraph 3.2 of this Schedule 3, the parties may by mutual agreement seek to resolve that dispute through the use of mediation.

3.2 Any mediation shall be administered by CEDR in accordance with the CEDR Model Mediation Procedure in force as at the date of referral of the dispute in question. Such Model Mediation Procedure sets out the procedures to be adopted, the process of selection of the mediator and the costs involved and those terms shall be deemed incorporated into this Agreement. However, the commencement of a mediation shall not prevent either party from taking such interim formal steps as it may consider necessary to protect it position including, the commencement or continuation of court proceedings and/or the making of an application for injunctive relief.

3.3 In the event that the parties have been unable to resolve any non-Technical Dispute within thirty days of the initiation of a mediation under this Paragraph 3 of this Schedule 3 then at anytime thereafter, either party shall be entitled to withdraw from that mediation process and to pursue final resolution of the dispute in question by such other alternative means as may be available to it.
SCHEDULE 4

4 Change Control Procedure

4.1 Save as specifically provided for otherwise in this Agreement or unless agreed otherwise by the parties from time to time, all Changes shall be processed by the parties in accordance with the Change Control Procedure.

4.2 Either party may from time to time issue a Change Request to the other party detailing any Change which it wishes the parties to consider implementing. A party issuing a Change Request shall ensure that its Change Request contains a sufficient level of detail as is reasonable in the circumstances to enable the parties to make an initial assessment of the impact of implementing or not implementing the proposed Change.

4.3 In the case of: 

(a) Priority Changes, appropriate representatives of the parties shall meet within three Business Days of the relevant Change Request having been issued to discuss the possible implementation of the proposed Change; and

(b) Changes which are not Priority Changes, the parties shall convene a monthly review meeting at which appropriate representatives of the parties shall discuss the possible implementation of all Change Requests issued during the preceding four weeks together with any unresolved Change Requests discussed at previous review meetings.

4.4 As a result of each meeting held pursuant to Paragraph 1.3 of this Schedule 4, the parties shall agree in respect of each proposed Change:

(a) that no further action should be taken in which case, the Change Request in question shall be deemed withdrawn;

(b) that such proposed Change should immediately proceed to implementation in which case, the parties shall agree the most appropriate written means for giving effect to that Change and shall agree their respective obligations for preparing any necessary documentation and the applicable timetable for doing so; or

(c) that further research, investigation and development is required before a decision can be made as to whether or not to implement the proposed Change (and if so, how) in which case, the parties shall agree who will be responsible for carrying out that further research, investigation and development and within what time period. To the extent that any material research, investigation and development is required to be carried out by the Service Provider which falls outside of the scope of the provision of the Services, the Customer acknowledges that it may be appropriate to commission the Service Provider to undertake that research, investigation and development as a chargeable piece of work in which case, the Customer may elect to place a separate order with the Service Provider for that work to be undertaken.

4.5 Unless and until such time as any Change under discussion has been agreed between the parties in writing in accordance with this procedure, any discussions concerning the possible implementation of a Change Request shall be held on a “subject to contract basis” and neither party shall have any liability to the other for any costs or expenses incurred by that other party in connection with discussions concerning the possible implementation of a Change Request.

SCHEDULE 5
SERVICES
SCHEDULE 6
EUROPEAN INVESTMENT BANK REQUIREMENTS

[image: image1.emf]NOTICE TO SUPPLIERS   European Investment Bank Contractual Requirements      To whom it may concern,     Northern Gas Networks (NGN) from time to time receives funding from the European  Investment  Bank (EIB) in respect of certain of its capital and other qualifying projects.   Pursuant to this funding, the EIB requires NGN’s suppliers to comply with the following audit and  integrity related obligations in respect of all contracts (Contracts ) between NGN and each of its  suppliers:      (i)   to promptly inform NGN and the EIB of any genuine allegation, complaint or  information received or held with regard to criminal offences (being any of the  following criminal offences as applicable: fraud, corrupt ion, coercion, collusion,  obstruction, money laundering, financing of terrorism);     (ii)   in relation to an alleged criminal offence (as defined above), to allow NGN and/or the  EIB to review the supplier’s books and records in relation to the Contracts and to tak e  copies of documents to the extent permitted by law; and     (iii)   to keep books and records of all financial transactions and expenditures in connection  with the Contracts.      These provisions shall be deemed incorporated into all contracts in place between each s upplier and  NGN.   


SCHEDULE 7

CORPORATE CRIMINAL OFFENCES

1A.
Anti-Bribery and Corruption 

1. Compliance with relevant requirements

1.1 The Service Provider shall:

(a) comply with all applicable laws, statutes, regulations, and codes relating to anti-bribery and anti-corruption including but not limited to the Bribery Act 2010 (Relevant Requirements);

(b) 

not engage in any activity, practice or conduct which would constitute an offence under sections 1, 2 or 6 of the Bribery Act 2010 if such activity, practice or conduct had been carried out in the UK;

(c) have and shall maintain in place throughout the term of this agreement its own policies and procedures, including but not limited to adequate procedures under the Bribery Act 2010, to ensure compliance with the Relevant Requirements, and subparagraph 1.1(b) above, and will enforce them where appropriate;

(d) promptly report to the Customer any request or demand for any undue financial or other advantage of any kind received by the Service Provider in connection with the performance of this agreement;

(e) shall provide to the Customer such supporting evidence of compliance with this subparagraph 1 as the Customer may reasonably request.

1.2 The Service Provider shall ensure that any person associated with the Service Provider who is performing services in connection with this agreement does so only on the basis of a written contract which imposes on and secures from such person terms equivalent to those imposed on the Service Provider in this subparagraph 1 (Relevant Terms). The Service Provider shall be responsible for the observance and performance by such persons of the Relevant Terms, and shall be directly liable to the Customer for any breach by such persons of any of the Relevant Terms.

1.3 Breach of this subparagraph 1 shall be deemed a material breach under the termination clause in the main body of the Agreement.

1.4 For the purpose of this subparagraph 1, the meaning of adequate procedures and whether a person is associated with another person shall be determined in accordance with section 7(2) of the Bribery Act 2010 (and any guidance issued under section 9 of that Act), and section 8 of that Act respectively. For the purposes of this subparagraph 1 a person associated with the Service Provider includes but is not limited to any subcontractor of the Service Provider.

1B.
Anti-Slavery and Human Trafficking 

1. COMPLIANCE WITH ANTI-SLAVERY AND HUMAN TRAFFICKING LAWS AND POLICIES

1.1
In performing its obligations under the agreement, the Service Provider shall:

(a) comply with all applicable anti-slavery and human trafficking laws, statutes, regulations and codes from time to time in force including but not limited to the Modern Slavery Act 2015; and

(b) have and maintain throughout the term of this agreement its own policies and procedures to ensure its compliance; and

(c) not engage in any activity, practice or conduct that would constitute an offence under sections 1, 2 or 4, of the Modern Slavery Act 2015 if such activity, practice or conduct were carried out in the UK; and

(d) include in its contracts with its subcontractors and suppliers anti-slavery and human trafficking provisions that are at least as onerous as those set out in this subparagraph.

2. DUE DILIGENCE

2.1
The Service Provider represents and warrants that:

(a) neither the Service Provider nor any of its officers, employees or other persons associated with it:

(i) has been convicted of any offence involving slavery and human trafficking; and

(ii) has been or is the subject of any investigation, inquiry or enforcement proceedings by any governmental, administrative or regulatory body regarding any offence or alleged offence of or in connection with slavery and human trafficking.

2.2
The Service Provider shall implement due diligence procedures for its subcontractors and suppliers and other participants in its supply chains, to ensure that there is no slavery or human trafficking in its supply chains.

3. REPORTS

3.1
The Service Provider shall notify the Customer as soon as it becomes aware of any actual or suspected slavery or human trafficking in a supply chain which has a connection with this agreement.
3.2
The Service Provider shall prepare and deliver to the Customer on request a report setting out the steps it has taken to ensure that slavery and human trafficking is not taking place in any of its supply chains or in any part of its business.

1C.
Anti-facilitation of tax evasion 

1.
Anti-facilitation of tax evasion

1.1
The Service Provider shall:

(a) not engage in any activity, practice or conduct which would constitute either:

(i) a UK tax evasion facilitation offence under section 45(5) of the Criminal Finances Act 2017; or

(ii) a foreign tax evasion facilitation offence under section 46(6) of the Criminal Finances Act 2017;

(b) have and shall maintain in place throughout the term of this agreement such policies and procedures as are both reasonable to prevent the facilitation of tax evasion by another person (including without limitation employees of the Service Provider) and to ensure compliance with subparagraph 1.1(a) above;

(c) promptly report to the Customer any request or demand from a third party to facilitate the evasion of tax within the meaning of Part 3 of the Criminal Finances Act 2017;

(d) provide the Customer with such supporting evidence of compliance with this subparagraph as the Customer may reasonably request.

1.2
The Service Provider shall ensure that any person associated with the Service Provider who is performing services and providing goods in connection with this agreement does so only on the basis of a written contract which imposes on and secures from such person terms equivalent to those imposed on the Service Provider in this subparagraph 1 (Relevant Terms). The Service Provider shall be responsible for the observance and performance by such persons of the Relevant Terms, and shall be directly liable to the Customer for any breach by such persons of any of the Relevant Terms.

1.3
Breach of this subparagraph 1 shall be deemed a material breach under the termination clause set out in the main body of the Agreement.

1.4
For the purposes of this subparagraph 1, the meaning of reasonable prevention procedure shall be determined in accordance with any guidance issued under section 47 of the Criminal Finances Act 2017 and a person associated with the Service Provider includes but is not limited to any subcontractor of the Service Provider.

1D.
Blocked Persons 

1.1
The Service Provider represents, warrants, and covenants that (i) it is not and is not controlled by a Blocked Person, (ii) it is not a target of sanctions that have been imposed by the United Nations Security Council, the European Union, Her Majesty’s Treasury, or the U.S. Office of Foreign Assets Control (OFAC), (collectively, “Sanctions Authorities”), and (iv) the items and services provided by the Service Provider to the Customer were not procured from a Blocked Person or in violation of any sanction administered or enforced by any Sanctions Authorities.
For the purposes of this clause “Blocked Person” means (a) a person whose name appears on the list of Specially Designated Nationals and Blocked Persons published by OFAC, (b) a person, entity, organization, country or regime that is blocked or a target of sanctions (in the case of a country, only a country that is blocked or a target of country-wide sanctions) that have been imposed under U.S. Economic Sanctions Laws or (c) a person that is an agent, department or instrumentality of, or is otherwise beneficially owned by, controlled by or acting on behalf of, directly or indirectly, any person, entity, organization, country or regime described in paragraph (a) or (b).

SCHEDULE 8

DATA PROCESSING ACTIVITIES 
	Subject matter of the processing:
	

	Purpose of the processing:
	

	Duration of the processing:
	

	Types of Personal Data:
	

	Categories of Data Subject:
	


SCHEDULE 9
CYBER SECURITY

Definitions

Cybersecurity Requirements: the Cybersecurity Directive ((EU) 2016/1148), Commission Implementing Regulation ((EU) 2018/151), the Network and Information Systems Regulations 2018 (SI 506/2018), guidance (from regulatory and advisory bodies, whether mandatory or not) and international and national standards, all as amended or updated from time to time.
Network and Information Systems: all computer hardware (including network and telecommunications equipment), mobile devices, data (including databases) and software (including associated user manuals, object code and source code and other materials sufficient to enable a reasonably skilled programmer to maintain and modify the software) owned, used, leased or licensed by or in relation to the Services.

Security Incidents: any event having an actual adverse effect on the security of Network and Information Systems.

1. Information technology warranties

1.1 The Service Provider warrants and represents that:

1.2 The elements of the Network and Information Systems:
(a) are functioning properly and in accordance with all applicable specifications;
(b) are not defective in any respect and contain no software virus or other malware;
(c) have not been and will not be affected by any changes in dates (past, present or future);
(d) contain no open-source software (as defined at http://opensource.org/docs/osd), none has been used in their development and their use for the purposes of the Services does not depend on it; 
(e) have been satisfactorily and regularly maintained, all versions of the software used in connection with the Services are currently supported by the respective owners of the software and the Network and Information Systems have the benefit of appropriate maintenance and support agreements; and
(f) The Service Provider has identified and taken:

(i)  appropriate and proportionate technical and organisational measures, including all measures referred to in international security standards ISO/IEC 27001:2013 (Information security management systems: Requirements) and ISO/IEC 27002:2013 (Code of practice for information security controls) ISO/EIC 27019, ISA 62443, (Measures) to manage the risks posed to the security of the Network and Information Systems and confidentiality and integrity of the data processed by them and, having regard to the state of the art, the Measures ensure a level of security of the Network and Information Systems and such data appropriate to the risk posed; and

(ii)  appropriate and proportionate Measures to prevent and minimise the impact of security incidents affecting the security of the Network and Information Systems with a view to ensuring the continuity and availability of the Services at all times.

1.3 The Network and Information Systems are aligned to current good practice for cyber security of networks and information systems. 

1.4 Without prejudice to the remainder of this Schedule, the Network and Information Systems meet any security requirements specified by the Customer at the time of delivery and has the capability to meet the specified security requirements during operation and maintenance, in accordance with agreed support levels. 

1.5 The Network and Information Systems are subject to/comprise appropriate security measures to manage recognised and foreseeable cyber security risks and protect the confidentiality, integrity and availability of the Customer's information and services and any connections to the Customer's environment. 

1.6 The Network and Information Systems have physical and cyber security features including, but not limited to identification, authentication, authorisation and accountability mechanisms, e.g. encryption (as appropriate), access control, event and communication logging, monitoring, and alarming, to protect any system devices and configuration from unauthorised modification or use and monitor access.    

1.7 The security measures for the Network and Information Systems include appropriate software and service updates or agreed measures to manage vulnerabilities associated with the Network and Information Systems and to maintain the agreed level of system security.  

1.8 Any system security measures included within the Network and Information Systems (whether agreed with the Customer at the Customer’s request, or where modifications to existing security configurations are required), will be satisfactorily tested by the Service Provider before being implemented in the agreed operational environment

1.9 All appropriate data security breach, business continuity and disaster recovery plans in accordance with all applicable Cybersecurity Requirements and best industry practice are in place with regard to use of the Network and Information Systems for the purpose of the Services.

1.10 During the seven-year period up to and including the commencement of the Services, the Service Provider has not been in breach of any data security requirement or breach notification requirement under the Cybersecurity Requirements nor has it been the subject of any Security Incident and the Service Provider has passed all regulatory inspections to which it has been subject.

1.11 All Network and Information Systems comply with all applicable Cybersecurity Requirements with effect from the Commencement of the Services and were developed in accordance with them.
1.12 The processing of any data, whether personal or not, by any Network and Information Services pursuant to the Services will not result in breach of any applicable Cybersecurity Requirements.
2.1 Additional security requirements

2.1 The Service Provider shall comply at all times with the Customer’s security policies and procedures relating to the information on or connections to the Customer’s network and information systems.

2.2 The Service Provider shall not put the Customer in breach of Cybersecurity Requirements.

2.3 The Service Provider will ensure that the Customer’s networks and information systems are not adversely affected by the addition/use of the Network and Information Systems and will ensure that the Network and Information Systems are compatible with the Customer’s existing Network and Information Systems. 

2.4 The Service Provider will provide valid licences for all security related software and operating systems included with the Network and Information Services.

2.5 The Service Provider shall provide assurances to the Customer’s satisfaction that Cybersecurity Requirements have been met and are continuing to be met on a 24/7/365 basis at agreed contract stages for the Network and Information Systems aligning with appropriate system development stages in the asset, system or service lifecycle.  

2.6 The Service Provider will  notify the Customer of potential Security Incidents or relevant risk as soon as possible, such as breaches affecting agreed data connections, personnel issues or compromise of information (physical or electronic) in its organisation and supply chain and identified vulnerabilities that may affect the Customer’s systems.

2.7 The Service Provider will include appropriate security measures to protect all the Customer data within the Network and Information Services in accordance with agreed security specifications. The security measures included for the Network and Information Services, use the latest available proven security technology or functionality. 
3.1 The Service Provider shall indemnify the Customer against any losses that it might incur as a result of the Service Provider breaching the terms of this Schedule. 

THIS AGREEMENT HAS BEEN EXECUTED AS A SIMPLE CONTRACT AS FOLLOWS:
	Signed by NORTHERN GAS NETWORKS LIMITED acting by an Authorised signatory  
	………………………………………………….

(Authorised signatory sign here)

	Name of Authorised signatory:
	………………………………………………….

(Insert name of Authorised signatory above)

	Date of Signature:
	………………………………………………….

(Insert date of signature above)

	Signed  by xxxxxxxxxxxxxx
acting by an Authorised Signatory 
	………………………………………………….

(Authorised Signatory sign here)

	Name of Authorised Signatory:
	………………………………………………….

(Insert name of Authorised Signatory above)

	Date of Signature:
	………………………………………………….

(Insert date of signature above)
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