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	Section Ref
	Criteria
	Weighting

	Section 1 
	Supplier Details 
	Not weighted 

	Section 2
	Mandatory & Discretionary 
	Pass/Fail 

	Section 3.1
	Data Protection & Cyber Security Q3.1
	Pass/Fail

	Section 3.2
	Data protection & Cyber Security all other questions
	20%

	Section 4
	Commerce Automation 
	Not weighted

	Section 5
	Supplier financials
	20% 

	Section 6
	Quality Management 
	20%

	Section 7
	Responsible Procurement 
	20%

	Section 8
	Health and Safety 
	20%

	Section 9
	PQQ Specific Questions
	Pass/Fail

	
	100%




For any Pass/Fail questions, any suppliers who ‘Fail’ will not be shortlisted to RFP.

Suppliers must score a minimum of 50% on weighted questions to be shortlisted to RFP.
	Section 1 
	Question
	Sub Criteria 
	Max Score
	Weighting 

	Supplier Details 
	1.1
	Information Only 
	
	

	Section 2
	Question 
	Sub Criteria 
	Max Score
	Weighting 

	Mandatory Exclusions 
	2.1 (a – f)
	All questions must answer no, responses with yes will be rejected 
	
	Pass / Fail 


	Discretionary Exclusions 
	2.2 (a – h)
	NGN may exclude suppliers from consideration if any of the questions in section 2.2 apply but may decide to allow the application to proceed further. NGN will take into account the information provided in considering whether or not you will be able to proceed any further in respect of this procurement exercise
	
	Pass / Fail 


	Section 3 
	Question
	Sub Criteria 
	Max Score
	Weighting 

	Data Protection 
	3.1
	Suppliers must have a GDPR policy in place to trade with NGN. Any suppliers who do not have a policy in place will be rejected from the tender
	
	Pass/Fail 

	Data Protection 
	3.2
	Responses will Be assessed by NGNs data protection team and take into account the detail of the information provided about the data journey and the question answered in full.
	10
	20%

	Data Protection 
	3.3
	Responses will Be assessed by NGNs data protection team and take into account the detail of the information provided about the how data will be processed by a third party 
	10
	20%

	Cyber Security
	3.4
	Suppliers must have a Cyber Security Policy in place to trade with NGN. Any suppliers who do not have a policy in place will be rejected from the tender.
	
	Pass/Fail

	Cyber Security
	3.5
	Responses will be scored in line with the attached guidance document




	10
	60%

	Section 4
	Question 
	Sub Criteria 
	Max Score 
	Weighting 

	Commerce Automation
	4.1
	For information only
	
	

	Commerce Automation
	4.2
	For information only
	
	

	Section 5
	Question 
	Sub Criteria 
	Max Score 
	Weighting 

	Financial standing 
	5.1
	Responses will be scored using the scoring methodology below ‘scoring methodology for financial standing’.
	10
	60%

	Insurances
	5.2
	Yes will receive max score and no will be zero
	10
	40%

	Section 6
	Question 
	Sub Criteria 
	Max Score 
	Weighting 

	Quality Management
	6.1
	Responses will be scored in line with the scoring criteria below ‘scoring methodology for weighted questions’
	10
	100%

	Section 7
	Question 
	Sub Criteria 
	Max Score 
	Weighting 

	Environment  
	7.1
	Yes will receive max score and no will be zero
	10
	10%

	Environment 
	7.2
	Yes will receive max score and no will be zero
	10
	5%

	Environment 
	7.3
	Yes will receive max score and no will be zero
	10
	5%

	Environment 
	7.4
	Yes will receive max score and no will be zero
	10
	5%

	Environment 
	7.5
	Yes will receive max score and no will be zero
	10
	5%

	Environment 
	7.6
	No will receive max score, answers with yes will be assessed by the environment team and scored taking into account the nature of offence and quantity. 
	10
	5%

	Environment 
	7.7
	No will receive max score, answers with yes will be assessed by the environment team and scored taking into account the nature and action taken.
	10
	5%

	Compatibility with NGNs Environment Strategy 
	7.8 (7.8 – 7.12)
	NGN will assess all responses, responses with yes will receive max score available.
	10
	30%

	Sustainable Procurement & labour laws
	7.13 (7.13 – 7.22)
	NGN will assess all responses, responses with yes will receive max score available.
	10
	30%

	Section 8
	Question 
	Sub Criteria 
	Max Score 
	Weighting 

	Health & Safety 
	8.1
	The H&S team will assess all responses and will score in line with the scoring criteria below ‘scoring methodology for weighted questions’
	10
	60%

	Health & Safety
	8.2
	The H&S team will assess all responses and will score in line with the scoring criteria below ‘scoring methodology for weighted questions’
	10
	20%

	Health & Safety
	8.3
	The H&S team will assess all responses and will score in line with the scoring criteria below ‘scoring methodology for weighted questions’
	10
	20%

	Section 9
	Question 
	Sub Criteria 
	Max Score 
	Weighting 

	PQQ Specific Questions 
	9.1-9.16
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.2
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.3
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.4
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.5
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.6
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.7
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.8
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.9
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.10
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.11
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.12
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.13
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.14
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.15
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail

	PQQ Specific Questions 
	9.16
	This is a mandatory requirement. Suppliers who meet the requirement will Pass this question. Suppliers who are unable to demonstrate that they meet this requirement will Fail and will not be shortlisted to RFP.
	
	Pass/Fail





















Scoring Methodology for weighted questions
	Points
	Interpretation

	10
	Excellent – Overall the response demonstrates that the bidder exceeds all areas of the requirement and provides all of the areas evidence requested in the level of detail requested. This, therefore, is a detailed excellent response that meets all aspects of the requirement leaving no ambiguity as to whether the bidder can meet the requirement. 

	8
	Good - Overall the response demonstrates that the bidder meets all areas of the requirement and provides all of the areas of evidence requested, but contains some trivial omissions in relation to the level of detail requested in terms of either the response or the evidence. This, therefore, is a good response that meets all aspects of the requirement with only a trivial level ambiguity due the bidder’s failure to provide all information at the level of detail requested. 

	5
	Adequate - Overall the response demonstrates that the bidder meets all areas of the requirement, but not all of the areas of evidence requested have been provided. This, therefore, is an adequate response, but with some limited ambiguity as to whether the bidder can meet the requirement due to the bidder’s failure to provide all of the evidence requested.

	2
	Poor – The response does not demonstrate that the bidder meets the requirement in one or more areas. This, therefore, is a poor response with significant ambiguity as to whether the bidder can meet the requirement due to the failure by the bidder to show that it meets one or more areas of the requirement.

	0 
	Unacceptable - The response is non-compliant with the requirements of the ITT and/or no response has been provided. 





Scoring Methodology for Financial Standing
	
	
	Check It (ICC)
	Dunn & Bradstreet
	Equifax
	Experian
	Graydons

	Assessment Score
	Risk Rating
	Credit Score Report
	Comprehensive Report
	
	Bronze, silver or Gold report
	Level 1, 2 or 3 level report

	100
	Minimal
	95-100
	5A1
	A+
	95-100
	1A

	90
	Minimal
	90-94
	5A2/4A1
	A/A-
	90-94
	1B/2A

	80
	Minimal
	80-89
	5A3/4A2/3A1
	B+
	80-89
	1C/2B/3A

	70
	Low
	70-79
	4A3/3A2/2A1
	B/B-
	70-79
	2C/3B/4A

	60
	Low
	60-69
	3A3/2A2/1A1
	C+
	60-69
	3C/4B/5A

	50
	Low
	50-59
	2A3/1A2/A1
	C/C-
	50-59
	4C/5B/5A

	40
	Average
	40-49
	1A3/A2/B1
	D+
	40-49
	5C/6B/7A

	30
	Average
	30-39
	A3/B2/C1
	D/D-
	30-39
	6C/7B/8A

	20
	High
	20-29
	B3/C2/D1
	E+
	20-29
	8B

	10
	High
	10-19
	C3/D2/E1
	E/E-
	10-19
	8C

	0
	High
	Below 10
	Below E1
	Below E-
	Below 10
	Below 8C
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CYBER SECURITY ASSESSMENT

Guidance Document 

NGN has issued all bidders with a cyber security assessment questionnaire for this tender event and, as far as possible, intends to contract with the successful bidder(s) based on an acceptable level of residual cyber risk. NGN invests a significant amount of time in ensuring that cyber security controls are robust and provide adequate protection to NGN information and information processing facilities, whilst also seeking to strike a fair balance as regards the interests of suppliers. 

When responding, bidders should flag up whether they are seeking clarification of any specific terms of the cyber security assessment questionnaire or highlighting any missing documents. An example of a clarification would be: “Document X has not been provided, please provide a copy.”

NGN will respond separately regarding any clarification requests.

In scoring a bidder’s reply, NGN will consider the general balance of risks presented by their answers in the context of the specific tender event, including but not limited to those relating to the sensitivity of the information, legal and regulatory requirements, the criticality of the operations, potential damages to reputation and financial loss, in addition to any other contract specific risks/requirements, to arrive at an overall cyber risk score for the bidder.

NGN will award each bidder a score between 0 and 10 on a sliding scale of risk based on the below indicators:

· 10 - Zero cyber risk (this is only likely to be awarded if the bidder answers YES for all questions and provides acceptable supporting evidence);

·  7 - Low risk (this will be awarded for those bidders who provide only YES answers with no supporting evidence / further information and where NO answers are given, acceptable compensating/alternative controls);

Examples of low-risk assessment would include:

· Have procedures for handling assets been developed and implemented in accordance with the classification scheme adopted by the organisation?

ANSWER: No, we do not currently have a classification scheme in place. However, we control all information with a high-level of vigour and protection, that meet your encryption technical security standards, both at rest and in transit. All users go through annual awareness training, which includes how to handle and disseminate sensitive data.

· Have procedures been implemented for the management of removable media by the organisation?

ANSWER: No, there is no procedure in place for removable media. However, we have blocked the use of removable media throughout the organisation using technical controls via GPO or [X] software.



· 5 - Medium risk (this will be awarded for those bidders who provide only YES answers with no supporting evidence / further information and where NO answers are given, disproportionate compensating/alternative controls are given);

Example of medium-risk assessment would include:

· Has a process been implemented to ensure that equipment cannot be taken off-site without prior authorisation?

ANSWER: No, we do not currently have a process in place. We don’t allow users to take devices home with them, therefore eliminating the risk of loss or theft. 

· 0 - High risk (see guidance below).

Examples (note this is not an exhaustive list) of high-risk assessment would include:

· Proposing no compensating/alternative controls to an answer of NO;

· Proposing no plan of action to mitigate an answer of NO as part of any future roadmap;

· Failure to answer all of the questions as stipulated in the assessment;

· Failure to define specific answers within the questionnaire when asked to do so;

· Failure to clarify an answer if directed to by NGN;

· Where a significant number of applicable answers are equal to NO;

· Where technical components don’t meet the Mainstream or Containment category in NGN Technical Security Standard

Bidders are required to be as specific as possible when providing additional evidence or information and to refrain from making vague or ambiguous comments, otherwise NGN is entitled to take a cautious reading of such a comment and to treat it as a high risk assessment. 

NGN reserves the right to disqualify those bidders that are awarded a high risk score.

Bidders must complete all sections of the Cyber Security Assessment Questionnaire at this stage in the procurement process. 
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